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Preface

Revision History

1.0 Initial release of document for Release 2021.1.0 Sept 2021
1.1 Updated the chapter 'Working with Prerequisites' and fixed | May 2023
broken links.

About this Guide

This document covers the installation, upgrade, and maintenance activities for AppViewX. The document
is divided into the following sections:

» Overview - provides an introduction to the product and explains the basic features.
* Working with Prerequisites - explains the prerequisites needed to install AppViewX.

» Deploying the AppViewX Virtual Appliance - describes the procedure to install AppViewX using the
default settings.

« Installing AppViewX - describes the procedure to install AppViewX using the command line interface.

* Monitoring and Maintaining AppViewX - explains the functions available to maintain and monitor
AppViewX.

» Uninstalling AppViewX - describes the procedure to safely remove AppViewX from the system.

* Troubleshooting Installation - explains the steps to be performed in case of issues encountered
during the installation of AppViewX.

Audience

This guide is intended for the following audience:

* Network Engineers

« Service Engineers

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 7



» Customer Support Executives

» System Administrators

Text Conventions

The following text conventions are used in this document:

boldface Boldface type indicates graphical user interface elements associated with

an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which

you supply particular values.

codeblock Indicates commands within a paragraph, URLS, code in examples, text that

appears on the screen, or text that you enter.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 8



Chapter 1: Overview

* Introduction

» What's New

* AppViewX Architecture

» Benefits of AppViewX

» Supported Deployment Methods and Types
» Understanding the Installation Steps

Introduction

AppViewX'’s offering is a modular, low-code software application that enables the automation and
orchestration of network infrastructure using an intuitive, context-aware, visual workflow. Leveraging
a vast library of pre-built tasks and workflows, AppViewX enables the operations teams to quickly
and easily translate business requirements into automation workflows that improve agility, enforce
compliance, eliminate errors, and reduce cost. AppViewX is closed-loop and state-aware, capable of

verifying that intent has been achieved and providing actionable insights and automated remediation.

AppViewX is a web based application that helps users:

« Manage ADC devices
» Manage certificates

In order to perform the above functions, AppViewx provides the following modules:

+ ADC

« CERT+

* Platform
 Security

« Automation

AppViewX is built on the microservice architecture. A microservice is a program that runs on a server or a
virtual computing instance. The main task of this program is to respond to network requests.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 9
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What's New

This section provides information about the features and the enhancements in 21.1. The features are
described in detall in the Release Notes. For more information, refer to the Release Notes.

AppViewX Architecture

AppViewX is built on Kubernetes, an open-source platform for deploying and managing containers.
It provides a container runtime, container orchestration, self-healing mechanisms, service discovery
and load balancing. It's used for the deployment, scaling, management, and composition of application

containers across clusters of hosts.

AppViewX is designed based on microservice architecture making it easier to move to containerized
workloads and the containers being orchestrated using Kubernetes. The following diagram depicts the
deployment architecture:

Architecture - Explained appviewX
:% Infrastructure owners 8 Netwaork engineers 89 System administrators Coif Infrastructure change management
.
LD IRE I A0 APIROUTING RATE LIMITING THROTTLING LICENSING MULTI TENANCY see OTHER
INTEGRATIONS
BASE COMPONENTS LDAP/LOCAL ACF ACCOUNT MANAGEMENT RBAC HASHICORP VAULT REMEDY
T e SERVICE NOW
ADC SECURITY [FW/WAF] CERTIFICATE SSH DNS see
NORTH INTERFACE LAYER Tacacs
E E BOUND
SERVICES ORJECT DASHBOARD CONTROL CENTER TOPOLOGY ALERTS, LOGOS, AUDITS INSIGHT=+ LOG+ RADIUS
. aP pviewX
* COMMONS BACKUP AND RESTORE PROVISIONING SYSTEM WORKFLOW DEVICE MANAGEMENT eee STACK STORM
e M5 ACTIVE
BOUND £ A ADWARE - A ADC ” o
DEVICE FS - ADC CERT - CA/SSH RADWARE - ADC CITRIX - ADC F5 - WAF DIRECTORY
SERREES COMMUNICATION -
LAYER PALO ALTO - FW A10- ADC JUNIPER - FW INFLOBOX - DNS ses QUEUING
o SERVICES
LN ]
g E REDIS CACHE OPERATIONAL DATABASE INSIGHTS, STATISTICS AND ANALYTICS DATA SERVICES

In the diagram:

» Presentation/ Web Layer - houses the AppViewX user interface related files and interacts with the

service layer

» Service Layer - contains the Northbound & Southbound services that can be further classified into:

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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* Business Layer:
» Houses AppViewX specific business logic
« Interacts with the Data layer for persisting the input data

» Device Communication Layer:
* Low code
« Stateless layer
* Routes communication to the respective vendor through APIs or SSH
» Houses vendor specific business logic

» Data Layer:
» Houses data persistence and retrieval logic

« Redis caching is available

Benefits of AppViewX

In order to optimally utilize the resources, AppViewX has adopted Kubernetes to achieve higher security
by adopting a zero trust network model. The features of AppViewX coupled with Kubernetes are given

below.
« Auto scaling

AppViewX services can have a custom throttling capability based on pre-configured memory configuration
per API. This will enable AppViewX services to utilize (scale up) resources optimally as the demand
surges and scale down when not in use. This will help to horizontally scale the vendor components on

demand and optimize the resource usage.
* Resiliency

There is no guarantee that the services will run without any interruption and they are bound to failure.
Kubernetes keeps deployments healthy by restarting containers that have failed, killing and replacing
unresponsive containers based on health checks. This helps to mitigate the common pain point of the

application upkeep process.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 11
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* Security

AppViewX architecture is designed around the concept of zero trust network model to enforce tighter

security within the Kubernetes cluster. This means no one is trusted by default and required verification to
gain access to the services.

Supported Deployment Methods and Types

This section explains the types and methods in which you can deploy AppViewX.

1. Warning: Hybrid cloud management deployment is not supported in AppViewX.

First, AppViewX can be deployed in the following modes:

* Single Node - is used to host all the services on a single setup.
« Single-node setups may have lower performance because of a lack of resources.
 Node resiliency and HA are not supported in single-node deployment.

» Multi node - is used to host the services across multiple nodes to ensure high availability.

The following diagrams depict AppViewX deployment on a single node and a multi node mode:

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 12
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AppViewX deployment

Node1

Kubernetes master

AVX service
docker
containers

Single Node Deployment

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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AppViewX deployment

Node 1

Kubernetes master

Node 2

Kubernetes master

Node 2

Kubernetes master

Node 4 Node 5 Node 6
AVX service AVX service AVX service
docker docker docker
containers containers containers

Multi Node Deployment

Once the deployment mode is finalized, AppViewx can be installed using any one of the following
methods:

« OVA Installation - stands for Open Virtual Appliance that contains a compressed and installable

version of a virtual machine. When you use an OVA-based installer, the installation-related artifacts are
pre-bundled as part of the OVA.

* Native Installation - uses the standard command line interface to execute installation commands.

AppViewX supports the following deployment types/scenarios:

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 14



« One Data Center and Four Nodes

Overview
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This deployment is recommended for customers who need only HA at the application level. This
deployment does not support HA; neither for the Kube nor for the DC. This deployment is best suited for

less than 50 ADC devices having a total of 100,000 objects and 10,000 certificates.

« Two Data Centers and Seven Nodes

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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This deployment is recommended for customers who require HA at the Application, Kube, and DC level.

This deployment supports HA for the Kube, Application as well as the DC. This deployment is best suited

for 50 to 100 ADC devices having a total of 300,000 objects and 10,000 certificates.

» Three Data Centers and Six Nodes

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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This deployment is recommended for customers who require HA at the Application, Kube, and DC level.
This deployment supports HA for the Kube, Application as well as the DC. This deployment is best suited

for 50 to 100 ADC devices having a total of 300,000 objects and 10,000 certificates.

The table below summarizes the different deployments supported by AppViewX.

Model | Load HA

Kube [ DC | Application

1 DC |Lessthan 50 ADC devices having a total of 100,000 objects and No No |Yes
4N 10,000 certificates.

2 DC |50 to 100 ADC devices having a total of 300,000 objects and 10,000 |Yes |Yes|Yes

7N certificates.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 17
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3 DC |50 to 100 ADC devices having a total of 300,000 objects and 10,000 |Yes |Yes|Yes
6N certificates.

( Note: Apart from the deployments mentioned here, AppViewX can customize the deployment )
based on the needs and requirements.
- J
Understanding the Installation Steps
This section outlines the various mandatory and optional steps in the process of installing AppViewX.
swotol|  owstens  [enastonoptona
1 Working with Prerequisites Yes No
2 Configuring Firewall Ports Yes No
3 Configuring Elevated Access Yes No
4 Downloading Linux Packages Yes No
5 Downloading AppViewX Packages Yes No
6 Running the Prerequisite Tool Yes No
7 Deploying the AppViewX Virtual Appliance No Yes
8 Performing a Single Node or Standalone Installation No Yes
9 Performing a Multi-node or High Availability No Yes
Installation
10 Configuring the Cluster No Yes
11 Configuring the POD and Service IP CIDR No Yes
12 Verifying the Installation Yes No
13 Uploading the License Key Yes No
14 Accessing the AppViewX Graphical User Interface Yes No
15 Adding Third-party Libraries No Yes
Copyright © 2021 AppViewX, Inc. All Rights Reserved. 18



Chapter 2: Working with Prerequisites

« Understanding Requirements
» Working with Prerequisites

Understanding Requirements

» Understanding Hardware Requirements

» Understanding Software Requirements

Understanding Hardware Requirements

Ensure that you have, at minimum, the following hardware with the given specifications before proceeding
with the installation:

« Single Node Requirements

Single Node | 8 32 GB | 500 GB

» Multi Node Requirements

Multi-node (master node)

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 19



Working with Prerequisites

Note: One node for a single master installation and a minimum of
three nodes for multi-master installation.

Multi-node (worker node) 8 32 |500GB
GB
- N
Note: For more information on the nodes, refer to the Supported Deployment Methods and
Types section.
J

For deploying the OVA, ensure that you have all the prerequisites as mentioned below.

« Platform Bare Minimum Requirements

VM Server, VMware ESXi 5.5 or later | 8v 32GB|1TB

Understanding Software Requirements

Both single node and multi-node installations of AppViewX are supported on the following operating
systems:

« CentOS 7.X
« RHEL 7.X

Working with Prerequisites

This section covers all the prerequisites required to install AppViewX on the system.
» Understanding Requirements
» Working with Prerequisites

Co %E%P @EOELFX%WM%% All Rights Reserved. 20
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Working with Prerequisites

» Downloading Linux Packages

» Configuring YUM

» Configuring Calico before Deployment
» Configuring SELinux

* Configuring NTP

» Configuring Ulimit

* Increasing vm.max_map_count

» Enabling IP Forwarding

» Enabling Bridging

» Enabling the IP in IP Protocol

» Downloading AppViewX Packages
» Google KMS Integration

* Running the Prerequisite Tool

Configuring Elevated Access

AppViewX is installed on top of a kubernetes engine and to install the underlying Kubernetes engine and
other dependent packages like docker, we would require the user to have sudo access and executable
permission for the tmp folder. Refer to the Understanding Commands Executed during Installation section

to get the details on the commands that the sudo user needs access to.

Note: If you are using an OVA-based installer, a user named appviewx is already available with

Super user privileges.

Configuring Firewall Ports

The following ports must be opened between the nodes to install AppViewX. Users can configure it in a

firewall device, firewalld, or using iptables.

IP Port | IP Port
1 All Nodes | Any | All 22 SSH TCP | Required for AppViewX installation and
Nodes* prerequisite checks.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 21
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Copyright © 2021 AppViewX, Inc. All Rights Reserved.

2 All Nodes | Any | All 179 |BGP TCP | To establish a common routing table for the
Nodes* overlay network.
3 All Nodes | Any | All 6443 |HTTPS |TCP |Kubernetes API server for communication
Nodes* between Kubernetes master and worker
nodes.
4 All Nodes |Any |All 10250 |HTTPS |TCP |Used by Kubelet Agent which exposes Rest
Nodes* endpoints for the Kubernetes API Server.
5 All Nodes |Any |All 4243 |HTTP TCP | Required during installation and scaling up.
Nodes* Used to load docker images when spinning
up a new container. Triggered by the node
where the install process is started.No
sensitive data is being transferred through
this port.
6 Load Any 31443 |HTTPS |TCP |To access the AppViewX web user interface.
Balancer ISTIO
(for ex. Ingress
F5, GCP, Proxy
etc.) P
(Kube
Worker)

7 Load Any | Kube 6443 TCP | To allow communication between the
Balancer Master F5 load balancer and the pool members
(for ex, IP (master nodes).

F5, GCP,
etc.)

8 All Nodes |Any |F5VIP |6443 TCP | To allow all the nodes to communicate with
the Kube Master for Kubernetes Control
plane traffic.

9 AppViewX | Any 30190 |HTTPS [TCP |To access the AppViewX management

Admin ISTIO console.
network # Ingress

22




Working with Prerequisites

Proxy
IP
(Kube
Worker)
10 | All Nodes |- All - NA | Overlay network established with IP-IP
IP-1P . . .
Nodes* tunnels. Information over this tunnel is
P encrypted using mTLS.
Protocol
4
11 Master Any | Kube 2379 |HTTPS |TCP |Required for etcd server communication in a
Master multi-master setup.
12 Master Any | Kube 2380 |HTTPS |[TCP |Required for etcd server communication in a
Master multi-master setup.
13 | All Nodes [Any |All 9100 |HTTP TCP | Required for monitoring the node metrics.
Nodes*

nodes.

* - indicates all the nodes present in the cluster ie. master nodes, secondary master nodes, and worker

# - indicates the network/machines/nodes of users who want to manage AppViewX Infra using the

management console (actions include create, delete pods, and/or services.

(

Note:

* IPs required - The system will require 1 IP per node.
* The externally exposed services will all use the nodes IP address to communicate within the

network.

* Port 22 is used for administration of the node for example to log into the linux CLI. Need SSH
access the nodes to other nodes.

» We would need an external Load Balancer to distribute user/API traffic to all Kube master
nodes. We can open firewall ports depending on the network setup.
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Note: Ensure that the external endpoints that you want to access from the AppViewX worker
nodes are accessible. For example, Microsoft CA. Ensure that the corresponding ports and URLs

are opened for communication.

» Configuring Firewall Ports for External Integrations

Configuring Firewall Ports for External Integrations

IP Port | IP Port

1 AppViewX Worker | Any | ADC SSH
Nodes

2 AppViewX Worker | Any | ADC HTTPS To execute REST APIs
Nodes

3 AppViewX Worker | Any [ MSCA HTTPS AppViewX to MSCA agent
Nodes Agent communication

4 AppViewX Worker | Any [CA HTTPS To execute REST APIs
Nodes

Downloading Linux Packages

The following packages are required to install the application.

1 nmap Nmap is a utility for network exploration or security nmap-ncat-6.40-19.el7.x86_64

auditing.

2 curl curl-7.29.0-54.el7.x86_64
curl is a command line tool for transferring data with URL

syntax, supporting

FTP, FTPS, HTTP, HTTPS, SCP, SFTP, TFTP, TELNET,
DICT, LDAP, LDAPS, FILE, IMAP, SMTP, POP3 and
RTSP.
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3 ebtables ebtables-2.0.10-16.el7.x86_64
Ethernet bridge tables is a firewalling tool to transparently

filter network

traffic passing a bridge. The filtering possibilities are
limited to link layer filtering and some basic filtering on
higher network layers.

4 sysstat sysstat-10.1.5-19.el7.x86_64
The sysstat package contains sar, sadf, mpstat, iostat,

pidstat, nfsiostat-sysstat,

tapestat, cifsiostat and sa tools for Linux.

5 zip The zip program is a compression and file packaging zip-3.0-11.el7.x86_64
utility.
6 unzip The unzip utility is used to list, test, or extract files from a | unzip-6.0-21.el7.x86_64
zip archive.
7 tcpdump tcpdump-4.9.2-4.el7_7.1.x86_64

Tcpdump is a command-line tool for monitoring network
traffic. Tcpdump can capture and display the packet
headers on a particular

network interface or on all interfaces.

8 rsync Rsync uses a reliable algorithm to bring remote and host | rsync-3.1.2-4.e17.x86_64
files into sync very quickly.

9 openssl| openssl-1.0.2k-21.el7_9.x86_64
The OpenSSL toolkit provides support for secure

communications between

machines.
10 bind-utils bind-
Bind-utils contains a collection of utilities for querying )
utils-9.11.4-26.P2.el7_9.3.x86_64
DNS (Domain

Name System) name servers to find out information about
Internet hosts.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 25



Working with Prerequisites

11 font-config fontconfig-2.13.0-4.3.el7.x86_64
Fontconfig is designed to locate fonts within the
system and select them according to requirements
specified by applications.
12 git git-1.8.3.1-23.el7_8.x86_64
Git is a fast, scalable, distributed revision control system
with an unusually rich command set that provides both
high-level operations
and full access to internals.
13 git-Ifs git-Ifs-2.10.0-1.el7.x86_64
Git Large File Storage (LFS) replaces large files such as
audio samples, videos, datasets, and graphics with text
pointers inside Git, while
storing the file contents on a remote server.
14 rsnapshot rsnapshot-1.4.3-1.el7.noarch
This is a remote backup program that uses rsync to take
backup snapshots of
filesystems. It uses hard links to save space on the disk.

Configuring YUM

This section guides users to configure AppViewX (CENTOS 7.x) nodes to the YUM repository hosted

by AppViewX. Yum will sync only AppViewX repositories to get the OS package updates. This task is

required to update the OS security patching on Appviewx supplied OVAs.

Note: For information regarding the best practices on rebooting the operating system after

security patching, refer to the Understanding the Best Practices on Reboot Sequence.

Before you configure yum, ensure that:
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1. AppViewX nodes have access to the following URL https://repos.appviewx.com

2. The user has root/sudo access to configure yum.
To configure YUM:

1. Download the appviewx.repo file from the release portal.
2. Login as a root user.

3. To take a backup of existing yum repositories, execute the following command:

mv /etc/lyum.repos.d /etc/yum.repos.d_backup

This is to ensure that we have a backup of the existing yum repository configurations.
4. To create a yum repository, execute the following command:

mkdir -p /etc/yum.repos.d
5. To copy the appviewx.repo to yum.repos.d, execute the following command:
cp appviewx.repo /etc/lyum.repos.d/

6. To clean the yum repository, execute the following command:

yum clean all

7. To get the latest updates from repos.appviewx.com, execute the following command:

yum update

The command will connect to the AppViewX repository and update the packages. Reference images

are given below:

Copyright © 2021 AppViewX, Inc. All Rights Reserved.
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yum update

from hostf

o =

=

=

=

T h LA

s

This section provides instructions on configuring calico before deploying AppViewX on Azure.

! Warning: Follow these instructions ONLY if you are deploying AppViewX on Azure.
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1. Navigate to the /home/appviewx/appviewx_kubernetes/configs/kube directory.

2. Open the calico.yaml file in edit mode.

3. Change the value of the CALICO_IPV4POOL_VXLAN parameter from CrossSubnet t0 Always.
4. Change the value of the CALICO_IPV4POOL_IPIP parameter from Always to Never.

5. Save the changes to the calico.yaml file.

6. Close the editor.

Configuring SELinux

To configure SELinux

1. Open the file /etc/selinux/config file
2. Configure the parameters, SELINUX=permissive or SELINUX=disabled
3. Reboot the node by the command

sudo reboot

4. Verify that the command output below should be permissive

getenforce

Configuring NTP

To configure NTP

1. Install the NTP service by the command

sudo yum install ntp

2. Update the NTP server details in /etc/ntp.conf or /etc/chrony.conf
3. Restart the NTPD/chronyd service by the command

sudo systemctl start ntpd

4. Verify the NTP status using command

ntpstat

Configuring Ulimit

To set or verify the ulimit values on Linux:
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1. Edit the /etc/security/limits.conf file and specify the following values:

* <USERNAME> soft nofile 65536

» <USERNAME> hard nofile 65536

2. Exit and login again to verify the changes.
3. Verify the Ulimit using the command

ulimit -n

Increasing vm.max_map_count

To increase the vm.max_map_count

1. Execute the command

sudo sysctl -w vm.max_map_count=262144

2. Verify the value using the command

cat /proc/sys/vm/max_map_count

Enabling IP Forwarding

1. In the /etc/sysctl.conf file, add the parameter net.ipv4.ip_forward=1
2. Execute the command

sudo sysctl -p

3. Verify the IP_Forwarding using the command

sysctl net.ipv4.ip_forward

Enabling Bridging
To enable bridging

1. In /etc/sysctl.conf file, add the following parameters:
» net.bridge.bridge-nf-call-ip6tables =1

* net.bridge.bridge-nf-call-iptables = 1
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2. Execute the following commands:

sudo modprobe br_netfilter
sudo sysctl -p

3. Verify the bridging using the command

sysctl net.bridge.bridge-nf-call-iptables

sysctl net.bridge.bridge-nf-call-ip6tables

Enabling the IP in IP Protocol
1. Warning: Follow these steps ONLY if you want to deploy AppViewX on AWS.

You must enable the IP in IP protocol between the nodes in the AWS security group before deploying

AppViewX.

1. Log in to the AWS console.
2. Navigate to the security group that needs to be modified.
3. Click Edit inbound rules.
4. Click Add rule.
5. From the Add rule list, select Custom Protocol.
RN X

Custom ¥ O Dele

L

Cusbom Protoco] L

aAdd ruls

6. Enter the protocol value as 4.

WL X

e Prodecsl W l:l Cigmws ¥ O Dl

ViU e

7. Enter the subnet across which IP in IP needs to be enabled.

8. Click Save rule.
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The protocol automatically changes to IP in IP.

17220000024 X

Custom Protocol W WP-in-IP Custom ¥ O Dele
(1
1722000034 X '

Add rule

Downloading AppViewX Packages

To install AppViewX, download the following packages from the AppViewX Release Portal.

[ Note: To get the release portal credentials, contact help@appviewx.com. j
appviewx_kubernetes_2021.1.0.tar.gz Yes AppViewX | Core installer that has the
core AppViewX package from
installer which the installation is
triggered.
appviewx_kubernetes_addons_2021.1.0.tar.gz | Yes To install Additional software to

AppViewX | support the functionalities
addons of AppViewX. This

is mandatory for the
installation.

appviewx_kubernetes_elk 2021.1.0.tar.gz Optional ELK stack [ Additional package to install
to monitor | a GUI-based log collector to
logs troubleshoot and Graffana-
based Ul to monitor the
application performance.

appviewx_kubernetes_insight_2021.1.0.tar.gz | Optional Insight for | The insight package is
AppViewX |an additional package to
Insight enable AppViewX to collect
module the statistical information

of devices managed by
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AppViewX and generate it
as a report.
upgrade.tar.gz To upgrade | This package is required to
from the upgrade from older versions
existing of AppViewX to 2021.1.0.
version
prerequisite_utils.tar.gz To check The tool checks whether all
whether the required prerequisites
all the are present on the system.
components
are
available.
- ™
Note: All OVA related updates are maintained by AppViewX and are available on the release
site.
- J

Google KMS Integration

Deploying in a GCP environment with Google KMS enabled requires the following:

1. Setting up the KMS in Google Cloud by creating the Key

2. Updating the appviewx.conf file with the KMS-specific parameters.
« This step needs to be performed at step 12 of the installation steps

» Refer to Configuring the appviewx.conf File to Install Appviewx for details of the KMS parameters.
Prerequisites

1. The Google cloud instances should have either the cloudkms oOr cloud-platform access scope enabled.

2. The service account attached to the Google cloud instances should have the Cloud KMS CryptoKey
Encrypter/Decrypter IAM role granted.

3. The KMS key should be created and the details updated in the appviewx.conf file.

4. Ensure the environment has a gcloud client on all the nodes.

5. If a proxy instance has been configured, the proxy must be a Google cloud instance and it must fulfill
prerequisites #1 and #2.
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The prerequisite tool checks whether all the required prerequisites are present on the system. Sudo
permissions are required to execute the tool. This utility can be executed from any of the nodes; either
worker or master. The prerequisites are available at https://github.com/AppViewX/prerequisite_utility/.

To run the prerequisite tool:

1. Download and extract the prerequisite_utils.tar.gz file.

2. Copy the updated appviewx.conf file to the location where you have extracted the contents of the
prerequisite.tar.gz file.

3. Specify the appviewx IP address of the VMs ( master and worker nodes ), DNS servers and gateway
address, and users in the hosts_template file.

4. Execute the following command: sudo ./prerequisite

[RPK-appviewxe 15 sudo ./prerequisite
[sudo] password for appviewx:

Verifying archive integrity... 100% MD5 checksums are OK. All good.
Uncompressing prerequisite 100%

Enter password for appviewx@

PLAY [db] #sskksdkkrshhrhhrhhhhhhrhhhhhrrdrhdhkdddhddddd kA dd A A Ak A AR A AR AR A AR AR AR A AR A A AR H

PLAY [worker]
[started

-

m architecture on

-

T2
-
T
T2
T
ThS
-
T/
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TASK [‘."E‘L'idat'ing disk space in master node] FEREERERERFEFRARAR IR ERER IR R RRRAE R AR AR A A E AL Ak khkhhkhkkkhkkhkik

sl
[started TASK: master : Preparing to check port communication between the servers on
[started TASK: master : Verifying ports communication on 1

[started TASK: master : Cleaning up on ]

|'I|_lc'|.‘|I [nodeSJ AR R R R N N N R N N T A N R R T R I I AN T N T I R I N A N I N R I N A N A N A N A A N A N A AR RN EE R R TR EEREREEEREY
[started TASK: common : Gather the rpm package facts on 1
[started TASK: common : Copy package.tar.gz on
[started TASK: common : Walidating rpm dependecies on
[started TASK: common : Validating the RPM packages on

TASK [common @ Validating the RPM packages] +sssssssssstssssisisssitisddistairdt s sddstsssdssssssesssssy

. T
[started : common : Cleaning up RPM packages on
[started : common @ Validating the RPM packages on 1
[started : common : Preparing to check port communication between the servers on
[started : common @ Verifying ports communication on 1
[started : common @ Cleaning up on 1
[started : common : Getting User ID from an
[started : common @ Getting user id detadils on
[started : common @ Validating user id value on
[started : common : Getting umask details on
[started  common @ Validating umask value on
[started ocommon @ Getting then openssl version on
[started : common @ Validating Openssl version on

[started TASK: common : Validating user 7id value on

[started TASK: common : Getting umask details on

[started TASK: common : Validating umask value on

[started TASK: common : Getting then openssl version on

[started TASK: common : Validating Openssl version on

[started TASK: common : Getting the time from all nodes on

[started TASK: common : Displaying results of time check on

[started TASK: common : Creating files for time check on

[started TASK: common : Preparing for the time validation on

[started TASK: common : Time sync - Processing the data on

[started TASK: common : Validating time difference between the servers on
[started TASK: common : Getting temp space on

[started TASK: common : Validating temp space on

[started TASK: common : Validating temp space on

[started TASK: common

ftype info in xfs_info on

.-I g = .:\ _
[started TASK: common : Validating ftype in xfs_info on
[started TASK: common : Collecting

[started TASK: common : Validating noexec for /tmp on

[started TASK: common : Checking IPV6 is disabled or not on
[started TASK: common : Validating IPVE on ]

mount details on

PLAY RECAP %A A XA A4 AAh Ak Ad kA XA RARARAAAAAARARARARARRARAR AR ARAARARARARARARARAAAARAR AR AR AR

ok=37 changed=0 unreachable=0 failed=0

The command displays the failures in red text and at the end displays a summary of the tasks.
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Chapter 3: Deploying the AppViewX Virtual
Appliance

» Download the Release Package
* Install the AppViewX OVA

Download the Release Package

This section covers the procedures for downloading the release package.

To download the release package,

1. Visit the AppViewX download URL at https://release.appviewx.com.

2. Download the release package in <.ova> format into the Downloads folder or the Desktop in your
environment.

3. Validate the md5sum of the downloaded file

4. Open a terminal window.

5. To display the md5sum value of the downloaded file, execute the command:
a. To display the md5sum value of the downloaded file, execute the following command: mdssum

<filename>

b. Match the displayed value against the original value from the release portal.

Install the AppViewX OVA

This section covers the procedures for installing the AppViewX OVA.

To install the AppViewX OVA,

1. Log in to the vSphere Client.
2. Select File > Deploy OVF Template.
The Name and Location screen is displayed.
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(& Deploy OWF Template -

Source
Seleck the source location,

Source

OWF Template Details

Mame and Location

Storage

sk, Format

Ready to Complete Deploy from a file or URL

IE:'l,appvewx_ZD2D.S.D_pmd_ZEDGB.Uva| ﬂ Browse,. . |

Enter a URL to download and inskall the OVF package from the Inkernet, or
specify a location accessible Fram your computer, such as a local hard drive, a
network share, or & CO/OVD drive,

Help | < Back || Next > I

Cancel

3. Click Next.
The Source screen of the Deploy OVF Template wizard is displayed.
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(&) Deploy OVF Template - X
DOVF Template Details
Yerify OVF template details,
Souree
O¥F Template Details _
Name and Location Praduct: appviews_praduction_250ab
Metwork Mapping
Ready to Complete
Download size: 5.6 GB
Size on disk: 8.2 GB (thin provisioned)
250.0 GB (thick provisioned)
Description;
Help | < Back | Mext > I Cancel
4. Click Next.
Name and Location screen is displayed.
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() Deploy OVF Template - O X

Name and Location
Specify a name and location For the deploved template

Source Name:
OYF Template Details
Name and Location
Storane

Disk Format

appYviewx Jroduction_served

The name can conkain up to 80 charackers and it must be unique within the inventory Folder,

Network Mapping

Ready to Complete

Help I < Back H Mext > I Cancel

5. (Optional) In the Name and Location screen, change the server name to display.
6. Click Next.

The Storage screen is displayed.
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@ Deploy OWF Template

Storage

Where do you wankt to store the virtual machine Files?

Source

OVFE Template Details
Name and Location
Storage

Disk Format

Metwark Mapping
Ready to Complets

— a b4
Select a destination storage For the virtual machine Files:
Name Capacity | Provisioned | Free | Type | Thin Prow
9 datastarel (2) 411.75GB 37971 GB 88.47 GB WMFS5 Supparte

[ @ WP Non-53D

4.55TE 17.05TE 1.65TB ¥MFS5 Supporte

< >
[ Disable Storage DRS For this virtual machine
leck a dat 1}
Name Capacity | Provisioned Free | Type | Thin Provis
€ >
Compatibility;
Help < Back | Mext = I Cancel
7. In the Storage screen, select a destination storage for the VM files.
8. Click Next.
The Disk Format screen is displayed.
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() Deploy OVF Template M - O X
Disk Format
In which format do vou wank to store the virtual disks?
20urce Datastore: |
OVF Template Details
MName and Locabion
— Availabl GE): 1691.5
Storage LD
Disk Format
Metwork Mapping
Ready to Complete " Thick Provision Lazy Zeroed
" Thick Provision Eager Zerced
% Thin Provision
Help | < Back | Next > I Cancel
9. In the Disk Format screen, select a disk type.
10. Click Next.
The Network Mapping screen is displayed.
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@ Deploy OWF Template

Network Mapping

Source

OVE Template Details
MName and Location
Storage

Disk Format
Network Mapping

Ready ko Complete

What networks should the deployed template use?

Map the networks wsed in this OWF template to netwarks in your inventory

Source Networks Destination Metworks
WM Network W Network_
Description:
The '¥YM Network_ network

Help

< Back || Mext > I

Cancel

11. In the Network Mapping screen, choose a network adapter.

12. Click Next.

The Ready to Complete screen is displayed.
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() Deploy OVF Template e - O

Ready to Complete
Are these the options you wank to use?

ﬁml-ate Details When you click Finish, the deployment task will be started,
Hame and Location Deployment settings:
Storage OVF File: Et\appviews_2020.3.0_prod_250GE.ava
Risk Format Dowrload size: 5.6 GB
e e Size on disk: 8.2 GB
Ready to Complete
Mame:
HostjCluster:
Datastore:
Disk. pravisioning: Thin Pravision
Nekwork Mapping: "M Netwiork_ "k WM Metwork_

v Power on after deployment

Help I < Back | Finish I Cancel

13. In the Ready to Complete screen, verify all the details.
14. Click Finish.
15. After the deployment, access the AppViewX VM console.

Note: Contact the account rep for the root credentials as well as the credentials to access
AppViewX.

16. To navigate to the root folder as a root user, execute the command:$ cd /root
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[root@pesrvO3-regression02-98-13 ~]# cd /root/

[root@pesrvO3-regression02-98-13 ~]# pwd
/root

17. Execute the following command: $ python network_conf_setup.py

The command starts the console and prompts you to enter the network configuration for the node.
18. Enter the following details at the prompt:

« IP address

* Netmask address

» Gateway address

A prompt to proceed is displayed.

File Wiew WM

BN )G O G DR @
[root@localhost " 1# python network_conf_setup.py
i Network Conf iguration
Enter the ip address
Enter the netmask addres

Enter the gateway address

Information Provided

it fE A R R R
IPADDR =
NETMASK =
GATEWRY =

19. Type Y to proceed.
20. At the Need to Configure Hostname [Y/N] prompt, type Y to proceed.
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File Wiew WhA
m » &8 @G R P

[rootPlocalhost " 1# python network_cont_setup.py
it
## Network Configuration

Enter the ip address
Enter the netmask address
Enter the gateway address

Information Provided

BB Ri8iarhidididigiarah didigidacaididididaiaiaidinidigaia

# IPADDR =

# NETMAGK =

# GATEWAY =

BIBi8ISI8 2R A8 3 S22 3 R I8 8 28 iR iRiRiRid:RIRIRIRIR R 8!
Proceed LY-N]l @ Y

Network restarting...

static ip configuration completed
Need to conf igure Hostname [Y-/N]1 @ Y

Enter the IP address, desired hostname, and a short name for the hostname.

Need to conf igure Hostname [Y/N]1 @ Y
Enter the ip address

Enter hostname fgdn

Enter hostname shortname

The hostname information Provided

BiB iR IRLE IR BB RIRIR iR RIRIRIR IR RiRiBIERIA R RIRIERIAIRRIR

# FOQDN =

# Short name =
BIBISISIEIAIRIRISIBIBIBIAIBIEIBIBIBIBIBISIBIBIBIRIRISISIRIBIAS
Proceed and conf igure hostname [Y-/N]
hostname conf iguration completed

22. At the Proceed and Configure the Hostname [Y/N] prompt, type Y to proceed with the node

configuration.
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## Network Configuration

Enter
Information Provided

PR RS EEEEEEEEEEEEE
# IPADDR =

# NETMASK

# CGATEWAY =
T
Proceed [Y/N] : ¥

Network restarting...

static ip configuration complet
Need to configure Hostname [Y/N]
Enter the ip address

Enter hostname fqdn

Enter hostname shortname

The hostname information Provided
AAAARHAAR AR R R EEEEREERREEEREER
# FQDN =

# Short name =

saaanan Rt
Proceed and configure hostname [Y
hostname configuration comple
Need to configure Jfetc/resolv.conf [Y/N] : Y
Enter search domain

Enter the no of name server

Enter the name server 1

The dns information provided
B
# search domain=

name_servers:

L
Proceed and change resolv.conf [Y/N] Y
r.conf configuration completed
onfiguration completed

reboot the system..

23. Repeat the steps from 2 to 21 to configure the other nodes.
24. After you complete the OVA and network configuration steps across all nodes, SSH into any one of the

nodes as an AppViewX user to start the manual installation process.
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Chapter 4: Deploying Appviewx in AWS using

Appviewx provided AMI

» Create AWS Instance Using Appviewx AM
» Mount Additional Storage for Worker Node

Create AWS Instance Using Appviewx AMI

Customers need to approach Appviewx Architect and finalize the deployment model. Then they must

share their AWS account number and region so that Appviewx will process the sharing of the AMI to the

given AWS account and region.

The steps to creating the AWS instance using Appviewx AMI are as follows:

1. Once the Appviewx AMI is successfully shared to the customer account, login to AWS management

console and look for EC2 service > Navigate to Images > AMI > choose “Private images” as shown

below.

Amazon Machine Images (AMIs) (1/4) info

| C H [4 Recycle Bin || [4 EC2 Image Builder H Actions ¥ ‘ Launch instance from AMI

Private images & Q,

(8] d b
wned by me v AMIID v AMIname v s
|| Private images - -
_ appviewx_2021.1.0_saas_fp3 Tt
[~ Public images i
ami | CentOS Linux 7 x86_64 HVM EBS ENA ... a

2. Choose the AMI shared by Appviewx and Launch instances from AMI.

Amazon Machine Images (AMIs) (1/4) info

Private images ¥ Q

-] Name v AMIID ¥ AMI| name

| & || [2 Recycle Bin || [A EC2 Image Builder || Actions ¥ |

v

Source

- ami-05... appviewx_2021.1.0_saas_fp3

767865944424 fappviewx_2021.1.0_saas_fp3

3. Select the hardware specification for master node as below and no need to mount additional storage

(Appviewx provided AMI is built with 250GB storage mounted).
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Instance type

c5.xlarge
Family: c5 4 wCPU 8 GIB Memory

On-Demand Linux pricing: 0.17 USD per Hour

On-Demand Windows pricing: 0.354 USD per Hour

v Configure storage info

1x | 250 GiB | gp2 ¥ | Root volume

4. Select the hardware specification below for the worker node and increase the default storage from
250GB to 1000GB.

Instance type

t2.2xlarge

Family: 2 BwCPU 32 GIB Memory
On-Demand Linux pricing: 0.3712 USD per Hour
On-Demand Windows pricing: 0.4332 USD per Hour

Increase the default storage from 250GB to 1000GB as below:

v Configure storage info

1x | 1000 GiB | gp2 ¥ | Rootvolume

5. Create a new keypair or use an existing keypair to connect to AWS EC2 instance securely.

v Key pair (login) info

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the
instance.

Key pair name - required

newkey v c Create new key pair

6. Create a new Firewall “Security group” or choose the existing “Security group” and make the required
changes.
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Firewall (security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

Create security group © Select existing security group

Commeon security groups Info

v C Compare security
group rules

Appviewx_SG sg-Oae7e706a3772897a X
VPC: vpc-3c31ed4l

7. Click on Launch Instance at the bottom of the screen.

Cancel Launch instance

8. Ensure the instance is successfully created.

EC2 Instances Launch an instance

@ Success
Successfully initiated launch of instance (i-004a38ca56d781c4a)

¥ Launch log

Initializing requests Succeeded

Launch initiation Succeeded

9. Switch back to All Instance page and choose the newly created instance.

Instances (1/1) info ‘ C H Connect H Instance state ¥ H Actions ¥ ‘ Launch instances

Q 1
MName v Instance ID Instance state v Instance type ¥ Status check
= i-004a38ca56d781cda @ Running @& t2.2xlarge @ Initializing

10. Now login to AWS instance using the keypair .pem file.
ssh -i newkey.pem centos@<public ipaddress of the aws instance>

11. Switch to Appviewx user by executing the below command:
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sudo su — appviewx

12. Get the default password for “appviewx” user from Appviewx on-boarding engineer.

Appviewx AMI comes with a default storage of 250GB. When we increase the storage from 250GB to

1000GB it is required to follow the below instructions to extend the storage mount point from 250GB to
1000GB.

Note: If you are planning for a single-node deployment, please continue to follow the steps. In the
case of multi-node deployment, the steps below are to be followed only for worker node/instance.

To mount additional storage for worker node,

1. Switch from appviewx user to root by executing the command below and enter appviewx default
password.

sudo -
2. Check the existing available disk space in all mount points.
df -h

Used Avail U nted on

napper/centos-root
cvdal
napper/centos-home

centos-var_Tlog
centos-var_tmp (
Jcentos-var_log_audit 20¢ 20G rar/log/audit
~un/user/1001

3. Execute the below command to check the logical/physical size under root mount point.
fdisk -1
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[root@ip-172-31-62-178 ~]# fdisk -1

Ts 7/ GB, 1073741824000 bytes, 2097152000 sectors
sect 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/ pt1ma1l 512 bytes / 512 bytes

Disk label type:

Disk identifier: OxOOOEBEOa

d System
2048 ; 5 2 2 83 Linux
4196352 507 5 2 32 8e Linux LVM

ice Boot Start C Blocks

/mapper/centos-root: 53.7 GB, 536870912 bytes, 104857600 sectors
512 = 512
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/ npt1ma1l 512 bytes / 512 bytes

Jcentos-var: 21.5 GB, 21474836480 bytes, 41943040 sectors

Isblk

RM SIZE RO Y MOUNTPOINT
0 1000G '
2G hart /boot
240G
50G
20G i ar
10G Wi tmp
20G W ar/log
20G i ar/tmp
20G i ar/log/audit
100G vim  /home

centos-root
centos-var
centos-tmp
centos-var_1log
centos-var_tmp
centos-var_log_audit
centos-home

.....................|
o QLWL N N E I I T e T NS e

5. Get into fdisk by executing the below command, type “n” and hit Enter.
fdisk /dev/xvda
[root@ip-172-31-62-178 ~]# fdisk
wWelcome to fdisk (util-Tinux 2.23

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Command (m for help): n
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a. Now type “p” for partition type and hit Enter

Partition type:
p primary (2

primary, 0 extended,
e extended _
select (default p): p

b. Choose Partition 3 and hit Enter.
c. For the First sector, leave it blank and hit Enter.

Using default value 507
Last sector, +sectors or +size{K,M,G}

Hex code (type L to list all codes): L

Empty
FAT12
XENIX root
XKENIX usr
FAT16

0
1
3
4
5
6

ootable

Boot Manag

FAT32
FAT

FAT16
Ext'd

FAT1?2

diag

(LBA)

(LBA)

NEC DOS

Hidden NTFS Win
Plan 9
PartitionM
Venix 80

PReP Boot

nd part
Qh rd part
OonTrack DM
OonTrack DM6 Aux
M
onTrack
onTrack

b Aux

GNU HURD or Sys
rel1l Netware

11 Netware
ecure Mult

1 Minix
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Minis

Linux

Linux

2 hidden C:
extended

Tume set
Tume set

Linux plaintext

Linux LWVM

Amoeba

Amoeba BBT

BsD

IBM Thinkpad hi

FreeBsD

OpenBsD

( o]d_Lin

1]

P O —h

on o

—h ™

(FAT-
(FAT-
(FAT-

cP/M J CTOS /
Dell Utility
BootIt

VMware WM
Linux raid auto
LANS tep

BET
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6. Choose the type of partition “8e” for “Linux LVM”

8e
to 'Linux LVM'

Command (m for help): w
The partition table has been altered!

Calling ioct1() to re-read partition table.

Re-reading the partition table failed with error 16: Device or resource busy.
"nel still uses the old table. The new table will be used at

[root@j 7 ~]# partprobe
[root@ip-172-31-49-7 ~1# wgdisplay
-—— Volume group ---
VG Name centos
system ID
Format
Metadata Areas
Metadata Sequence No
VG Access
VG Status
MAX LV
Cur LV
Open LV
Max PV
Cur PV
Act PV
VG Size 240.00 GiB
PE Size 4.00 MiB
Total PE 61441
Alloc PE / 51z 61440 / 240.00 GiB
Free PE , i Z 4.00 MiB
VG UUID v n-Qqlg-IZ81-sWO7 -TVHj -TWex- TyWvUx

7. Create physical volume by executing the below command.

pvcreate /dev/xvda3

[root@ip-1/2-31-49-7 ~]# pvcreate

rda3

Physical volume

8. Extend the volume group by executing the below command.

vgextend centos /dev/xvda3
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nd centos

/dev

Volume g

roup "centos

te
55

n
fully

9. Check the volume group by executing the command.

vgdisplay

Vo lun
VG Name

le group ---

System ID

Format
Metadata
Metadata

Areas
Sequence No

ACcess
Status

Cur LV
Open LV
Max PV
Cur PV
Act PV
VG Size
PE Size
Total PE
Alloc PE
Free PE
VG UUID

;CEﬂtUE—

napper-

rar
0s—tmp
_log

_tmp

‘centos

_log_audit

vgdisplay
centos

Tv

—

9
ead/write
resizable

0

m2

.99 GiB
'.GG MiB
255486
bl44ﬂ / “4& 00 u1E

—

Svw- Hq]q ILGJ—CW”

100G
206G
106G
20G
20G
20G
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» Extend the Volume for centos-tmp
» Extend the Volume for cetos-home

» Enable password auth and Bypass .pem auth

To extend the volume for centos-tmp,

1. Extend 10GB for /dev/mapper/centos-tmp by executing the following commands:

Ivextend -L +10G /dev/mapper/centos-tmp

60 extents) to 20.00 GiB (5120 extents)

; mapper/centos-tmp
meta- data ;mapPE| centos tmp isiz 12 agcount=4, ags ize=0655360 blks
= sectsz=512 attr=2, projid3zbit=1
crc=1 finob spinodes
data = bsize=4096 blocks=2621440, 1ma\pct_'5
sunit=0 swidth=0 blks
naming version 2 bs 1 ze=409¢ afc11—c1_0 ft;pe 1
Tog internal hsize=4096 blocks=2560, version=2
= ? sun ) blks, lazy-count=1
realtime =none ex 6  blocks=0, rtextents=0
data blocks changed from 2621440

Used Avail Use 1nunted on
0 b )

Jcgroup
Jcentos-root

=

‘centos-home
centos-var
centos-tmp
centos-var_log
centos _tmp
/centos-var_log_audit

foer lOGl

3. Now exit from the root user and switch back to the “appviewx” user.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 55



Deploying Appviewx in AWS using Appviewx provided AMI

Note: Make sure these steps are executed in all worker node AWS instance created using
Appviewx provided AMI.

4. Once completed, get support from the on-boarding engineer to start the Appviewx deployment.

To extend the volume for centos-home,

1. Extend the volume for /dev/imapper/centos-home by +740GB using the following command:

Ivextend -L +740G /dev/mapper/centos-home

100 OO ;1E‘ ( '-it(l() extents) to 840.00 GiB (215040 extents)|

ume centos/ = fully resized.
You have new mail in pool/mail/root

2. Execute the next command,
xfs_growfs /dev/mapper/centos-home

[root@ip- 31-4 xfs_growfs / ‘mapper/centos-home
meta-data=/dev, Jcentos-home isize=512 aqcnunt:d, agsize=6 600 blks
sectsz=512 attr=2, projid
crc=1 f1nubt 0 spinodes=0
data bsize=4096 blocks 214400, Himaxpct=25
fun1t ] 5width=0 b]bf
naming =version 2 4096 i
log internal hsize=t ) h c 800, rsion=2
= sectsz 2 suni <5 Ta y-count=1
realtime =none extsz blocks=0, rte\tent =0
data blocks changed from 2

Jcgroup

apper/centos-root
dal
‘mapper/centos-home
mapper/centos-varl
’mapper centos-tmp
centos-var_log
centos _tmp
Jcentos-var_log_audit 20G /
3. 2G 3. 2¢ run/user/ lGGl
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Enable password auth and Bypass .pem auth

Bypassing the pem auth is required if the Appviewx install script has to successfully execute the
installation.

Execute the commands below:

1. sudo sed -i 's/.*PasswordAuthentication.*/PasswordAuthentication yes/g' /etc/ssh/sshd_config

2. sudo systemctl restart sshd
After the successful completion of all the above steps, the instances are now ready to run the
Appviewx prerequisite tool. This helps to validate that the instances are now ready to start the
Appviewx installation.
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* Installing AppViewX

Installing AppViewX

This section covers the process to install AppViewX on Linux servers in a single node as well as a multi-
node environment. Once AppViewX is installed, users can verify the installation, upload the license key

and integrate third party libraries with AppViewX.

[ Note: If you do not have a deployment model defined yet, contact help@appviewx.com ]

1. Warning:

« It is critical that you execute the prerequisite tool before installing AppViewX.

- Before you start the installation, ensure that the node password does not contain special
characters such as single quote ('), double quote ("), and back slash (\).

» Upgrading from earlier versions is not supported in 21.1. A new install is the only option.

» Performing a Single Node or Standalone Installation

» Performing a Multi-node or High Availability Installation
« Installation Support for 3 Nodes and 2 Datacenters

» Enabling the Load Balancer for the Kube API Server

* Verifying the Installation

* Uploading the License Key

» Adding Third-party Libraries

 Accessing the AppViewX Graphical User Interface

* Installing a Fix Pack

Performing a Single Node or Standalone Installation

Prior to performing the installation, ensure the prerequisites success result is received after running the

prerequisite tools. For running the prerequisites tool, see section Running the Prerequisite Tool.
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1. Copy all the downloaded packages to the server.

Note: The AppViewX installation must start from the node that is selected for the primary
MongoDB host. For example, the first node specified under the MONGODB_HOST property in the

appviewx.conf file.

2. SSH to the server in which packages are copied.

3. Open the terminal.

4. To extract the contents of the appviewx_kubernetes_2021.1.0.tar.gz file, execute the following command: tar
-xvf appviewx_kubernetes_2021.1.0.tar.gz

5. To move the appviewx_kubernetes_addons_2021.1.0.tar.gz file to the appviewx_kubernetes folder, execute the

following command: mv appviewx_kubernetes_addons_2021.1.0.tar.gz appviewx_kubernetes/

Note: Refer to the Configuring POD and Service IP CIDR section before proceeding with the
install to change the IP addresses/range used for pods and services.

6. To navigate to the <InstallerLocation>/appviewx_kubernetes/scripts directory, execute the following command:cd

<InstallerLocation>/appviewx_kubernetes/scripts

~]15% cp appviewx.conf /[home/appviewx/appviewx_kubernetes/scripts/

-15 1

Note: If you have received the appviewx.conf file already from AppViewX support, you can skip
steps 6 through 9. Copy the provided appviewx.conf file into InstallerLocation/appviewx_kubernetes/
scripts/ and continue to Step 10.

7. To copy the appviewx.conf.template file to the appviewx.conf file, execute the following command:cp

appviewx.conf.template appviewx.conf

Note: The entire installation process is driven by the values mentioned in the appviewx.conf

file.

8. To open the appviewx.conf file, execute the following command: vi appviewx.conf

9. Enter the configuration values.
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Note: For more information, refer to the Configuring the appviewx.conf File to Install Appviewx
section. Refer to the deployment diagram provided from help@appviewx.com or use the
reference architecture provided by AppViewX.

10. Save the changes to the file and exit the editor.
11. In the <InstallerLocation>/appviewx_kubernetes/scripts/ directory, execute the following command /install.sh

12. Enter the user credentials for the respective nodes.

[appviewx@appviewx-kube scripts]S _vi appviewx.conf
[appviewx@appviewx-kube scripts]s| ./install.sh
Please enter appviewx password of absecon:appviewx-kube .

Note: The installerLocation is the path where the installer file is extracted. After you enter the
credentials, the installation process starts and takes about 15 to 20 minutes to complete.

After the AppViewX installation is complete, a success message is displayed on the command prompt
with the Web and Gateway URLSs.

( Note:

* Users can also find the AppViewX Web and Gateway URLSs in the appviewx.conf file in the

installation location.
» Users can
« verify the installation by following the instructions provided in the section Verifying the
Installation
« upload the license by referring to the instructions provided in the section

» For troubleshooting issues, please refer to the Troubleshooting.ditamap section.

This section explains the procedure to install AppViewX in a multi-node environment. The installation
procedure is identical to the single node installation with the only difference being the cluster configuration
and the POD and Service IP CIDR configuration.

Prior to performing the installation, ensure the prerequisites success result is received after running the
prerequisite tools. For running the prerequisites tool, see section Running the Prerequisite Tool.
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Recommendations:

» MongoDB is CPU and disk intensive. Therefore, it is recommended to run MongoDB on a worker node.

» The hostnames or IP addresses present in the configuration should be a subset of SSH_HOSTS.

* The items in the ssH list and the ssH_HOSTS list should be in the same order. In other words, if the
index of the IP address is 3 in the ssH list, it should also be 3 in the SSH_HOSTS list.

« It is recommended to assign a data center to a plugin once it is enabled.

+ For production environments, a single node deployment is NOT recommended because:

+ Single node does not support log monitoring using Kibana and Grafana.
* Unablavaility of HA.

* Syslog and statistics not available.

 Configuring the appviewx.conf File to Install Appviewx

» Configuring POD and Service IP CIDR

Configuring the appviewx.conf File to Install Appviewx

The installation of the application is driven by the appviewx.conf file available within the release package.

For more information refer to the configuration file available in the following location:
<InstallerLocation>/appviewx_kubernetes/scripts/
The following parameters must be configured to install the application:

MULTINODE
Specifies the boolean value to describe if the installation is in a single

node/multi-node environment.

Example:

MULTINODE=TRUE (For multi-node)

MULTINODE=FALSE (For single node)

SSH
Specifies the comma (,) separated values of node IPs in which the

application is set to be deployed.

Example:
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SSH=192.168.XXX.XXX, 192.168.XXX.XXX, 192.168.XXX.XXX

SSH_HOST

Specifies the comma (,) separated values of node hostnames in which
the application is set to be deployed.

output to this field. The hostname of a node must be the output
of the command "hostname". Ensure to give the IPs provided in
the SSH and host name provided in the SSH_HOST must be in
the same order.

N

(g
Note: Execute the command hostname in the node and add that

~

Example:

SSH_HOST=master:appviewx-
kube-95.214.appviewx.net,master:appviewx-
kube-95.215.appviewx.net,master:appviewx-
kube-95.216.appviewx.net,dc1:appviewx-
kube-95.217.appviewx.net,appviewx-

kube-95.218.appviewx.net,appviewx-kube-95.219.appviewx.net

Note: For the master nodes, the recommendation is to have the
hostname as master:hostname. Ensure that the SsH_HOST and
SSH are in the same order.

INGRESS_HOST

To access AppViewX's Web Ul, the INGRESS_HOST parameter must be
configured. It can be configured with comma (,) separated values of
Kubernetes worker node IP addresses where AppViewX needs to be
accessed.

( Note: For single node AppViewX deployments, ensure that it is
the IP address of the instance. To ensure high availability of the
multiple DC deployments, it is recommended to add a minimum
of one host per DC.

N

~

Example:
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INGRESS_HOST=192.168.XXX.XXX,192.168.XXX.XXX,192.168.XXX.XXX

Note: It is recommended to add the Kubernetes worker node IP
addresses in this field.

1. Warning: If the INGRESS_HOST parameter does not contain a
host IP address, the AppVlewX Ul will not be accessible.

ENABLE_IPV6
Specifies whether IP v6 is enabled.

Example:

ENABLE_IPV6=False

INSTALLATION_PATH
Specifies the path in which AppViewX is installed.

Example:

INSTALLATION_PATH=/home/appviewx/appviewx/

ENABLED_PLUGINS
Specifies the list of plugins that needs to be enabled in the AppViewX

installation.

Example:

ENABLED_PLUGINS=appviewx_dependencies, avx_config_server, avx_commons, avx_platform_core,

avx_patform_queue, avx_platform_gateway, avx_platform_web, avx_subsystems, avx_vendors

PLUGINS
Specifies the plugins to be installed in the datacenters.

Example:

avx_config_server=absecon:appviewx-kube-150-146.appviewx.net,
absecon:appviewx-kube-150-147.appviewx.net
avx_platform_core=absecon:appviewx-kube-150-146.appviewx.net,
absecon:appviewx-kube-150-147.appviewx.net
avx_platform_queue=absecon:appviewx-kube-150-146.appviewx.net,

absecon:appviewx-kube-150-147.appviewx.net
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avx_subsystems=absecon:appviewx-kube-150-146.appviewx.net,
absecon:appviewx-kube-150-147.appviewx.net
avx_subsystems_sync=absecon:appviewx-kube-150-146.appviewx.net
avx_vendors=absecon:appviewx-kube-150-146.appviewx.net, absecon:appviewx-kube-150-147.appviewx.net,
absecon:appviewx-kube-150-148.appviewx.net
avx_platform_gateway=absecon:appviewx-kube-150-146.appviewx.net,
absecon:appviewx-kube-150-147.appviewx.net
avx_platform_web=absecon:appviewx-kube-150-146.appviewx.net,

absecon:appviewx-kube-150-147.appviewx.net

SSH_OTHER_USER

Specifies the Linux user account with which AppViewX is installed.

~

( Note: AppViewX can be installed only as a Sudo user. Refer
to the document Commands executed during AppViewX
installation to get the details of commands that the Sudo user
needs access to.

N J

Example:

SSH_OTHER_USER=appviewx

MONGODB_HOST

Specifies the comma (,) separated values of node hostnames in which
the MongoDB is set to be deployed. This parameter is applicable only in
a multi-node installation.

Note: Add the output of hostname command in each node in
this field. Do not add the output of hostname —f. A minimum of
three nodes must be added.

Example:

MONGODB_HOST=appviewx-kube-95.217.appviewx.net, appviewx-kube-95.218.appviewx.net,

appviewx-kube-95.219.appviewx.net
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Note: A minimum of three nodes for MongoDB across three
data centers are required to achieve HA at the data center level.
It is recommended to run MongoDB only in the worker nodes.

ARBITER_HOST

This parameter is applicable only when AppViewX is deployed with two
data centers. Arbiters are MongoDB instances that are part of a replica
set but do not hold data. Arbiters participate in elections to break ties.
Recommended to enable Arbiters only in AppViewX deployment with
two data centers (DC) for high availability. In two DC environments,
select the DC that has one Kubernetes master node, configure one of
the Kubernetes worker nodes as an Arbiter node.

Note: If AppViewX deployment is not in two DC environments,
this parameter can be blank.

Example:

ARBITER_HOST=192.168.XXX.XXX

Note: Do not add multiple IP addresses. Only one IP address is
allowed.

VAULT_HOST

This parameter is valid only in multi-node installations. This parameter is
comma (,) separated values of node hostnames in which the vault is set
to be installed.

Note: Add the output of hosthame command in each node to this
field. A minimum of three nodes must be added.

Example:

VAULT_HOST=appviewx-kube-95.217.appviewx.net, appviewx-kube-95.218.appviewx.net,

appviewx-kube-95.219.appviewx.net
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Note: A minimum of three nodes for a vault across three data
centers is required to achieve HA at the data center level. It is
recommended to run the vault only in the worker hosts.

MASTER_HOST

Specifies the hostname of the node which you want to run as a
Kubernetes Master. The total number of masters can be 1, 3, 5, 7, and
so on. For example, for a three-master installation, enter one node in the

master host and the other two nodes in the secondary master_host.

Note: Add the output of <hostname> command in this
parameter.

Example:

MASTER_HOST=appviewx-kube-install-94-179

SECONDARY_MASTER_HOST

Specifies the list of nodes that are designated to run as secondary
masters. The total number of masters can be 1, 3, 5, 7, and so on.

For example, for a three-master installation, enter one node in the
master host and the other two nodes in the secondary master_host. This
parameter is applicable only in multi-node installations.

Note: For deployments with a single master, comment out the
SECONDARY_MASTER_HOST section.

Example:

SECONDARY_MASTER_HOST=appviewx-kube-install-94-180, appviewx-kube-install-94-181

WORKER_HOST

Specifies the hostname of the list of Kubernetes worker nodes.

[ Note: This parameter can be empty in a three-node setup. ]

Example:
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WORKER_HOST=appviewx-kube-install-94-180, appviewx-kube-install-94-181

Note: Do not add the value given in the master_host in the
worker_host. The worker and master nodes cannot be the same.
This is again applicable only in multi-node installations.

USER_GENERATED_PEM and

Set the value of the USER_GENERATED_PEM variable to TRUE if you want to
PRIVATE_KEY_ FILE_PATH

perform a password-less installation.

( Note:

« Update the value of the PRIVATE_KEY_FILE_PATH and set

the value of the USER_GENERATED_PEM Vvariable to TRUE.
Otherwise, leave it empty.

« Ensure that the value of the PRIVATE_KEY_FILE_PATH variable
points to the private key file and not the directory. For

example: /tmp/user_generated_private.pem.

- J/

EST_SERVER_ACCESS_CERT Specifies the location for the digital enrollment certificate.

EST_SERVER_ACCESS_KEY Specifies the location of the access key for the digital enrollment
certificate.

EST_TRUSTED_CA_CERTS Specifies the location of trusted certificate authorities for the EST server.

avx_crontab Specifies whether the crontab feature is enabled or not.

MONITORING
Specifies whether monitoring is enabled or not. When you set the value

to TRUE, set the value of the PROMETHEUS_HOST and GRAFANA_ HOST to
one of the worker node for multinodes.

Example:

MONITORING=TRUE

PROMETHEUS_HOST Specifies the hostname or IP address of the Prometheus node.
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GRAFANA_HOST Specifies the hostname or IP address of the Grafana node.

ELK
Specifies whether the ELK stash is enabled or not. You must specify a

value for the ELASTICSEARCH_HOST parameter when you set ELK t0 TRUE
for multinodes.

Example:
ELK=FALSE
ELASTICSEARCH_HOST Specifies the hostname or IP address of the elastic search host node.
API_ADDRESS Specifies the hostname of the API server.
INSIGHT
Specifies whether the Insight module is enabled or not.
Example:
INSIGHT=TRUE
SYSLOG

Specifies whether the Syslog module is enabled or not.

Example:

SYSLOG=TRUE

INSIGHT_ELASTICSEARCH_HOST | Specifies the hostname or IP address of the insight elastic search host
node.

USER_GENERATED_PEM and Set the value of the USER_GENERATED_PEM variable to TRUE if you want to

perform a password-less installation.

( Note: W

PRIVATE_KEY_FILE_PATH
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» Update the value of the PRIVATE_KEY_FILE_PATH and set
the value of the USER_GENERATED_PEM variable to TRUE.
Otherwise, leave it empty.
« Ensure that the value of the PRIVATE_KEY_FILE_PATH variable
points to the private key file and not the directory. For

example: /tmp/user_generated_private.pem.

Sudoers file configuration
» sudo vi /etc/sudoers

» Go to the last line and add the line below.

appviewx ALL=(ALL) NOPASSWD: ALL

KMS_PROVIDER This parameter specifies the cloud provider of the Key Management
Service (KMS).

For Google KMS Integration,

KMS_PROVIDER=gcp

KMS_PROJECT_ID This parameter is used for Google KMS Integration and holds the value
of the project ID. It is the Google Cloud Project where the KMS (the one
that is going to be integrated) has been set up.

Example:

KMS_PROJECT_ID=gcp-kms-poc

KMS_KEY_NAME This parameter is used for Google KMS Integration. A Cloud KMS
key is a named object containing one or more key versions along with
metadata for the key. A key exists on exactly one key ring tied to a

specific location.
Example:

KMS_KEY_NAME=default-key

KMS_KEYRING_ID This parameter is used for Google KMS Integration. It denotes the
keyring where the KMS_KEY_NAME key was added.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 69



Installing AppViewX

Example:

KMS_KEYRING_ID=default-key-ring

KMS_LOCATION_ID This parameter is used for Google KMS Integration. This parameter
denotes where the key exists.

Example:

KMS_LOCATION_ID=us-centrall

ENCRYPTION_ENGINE This flag is used to update the encryption engine.
For Google KMS Integration,

ENCRYPTION_ENGINE=kms

VAULT_ENABLED This flag is used to enable or disable the built-in vault for a SAAS

model / On-prem deployment.

If using an encryption method other than VAULT, update
VAULT_ENABLED to false.

For example, if using Google KMS Integration,

VAULT_ENABLED=false

Configuring POD and Service IP CIDR

This section explains how to configure the number of POD/Service IP CIDRs that can run on a node. The
Pods that run on a node are allocated an IP address from the node's Pod CIDR range.

[ Note: It is recommended to use the default settings for the POD and Service IP CIDR. ]

To configure POD/Service IP CIDRs:

1. Navigate to the <InstallerLocation>/appviewx_kubernetes/configs/kube/ directory.

2. To open the file, execute the following command: vi kubeadm-config.yaml.tpl

-bash-4.25% cd  fhome) a ppviewx/appuiewx_kubernetes/configsfkube/

yash-4 yi kubeadm-config.yvaml.tpl
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3. Under the networking section, check for serviceSubnet and change it as per requirements.CIDR
networking: serviceSubnet: <value> <change this default value to the desired CIDR>
4. Under the networking section, check for podSubnet and change it as per requirements.podSubnet:

<value> <change this default value to the desired CIDR>

Flpiversion: kubeadm.k8s.io/vibetaz

kind: ClusterConfiguration

kubernetesversion: vi1.18.1

controlPlaneEndpoint: "5{api_address}:6443"

networking:
servicesubnet:

"cluster.local”
apiserver:

certsAnNs:

- "8{api_address}"

extradrgs:
service-account-signing-key-flle: fetc/kubernetes/pki/sa.key

-account-key-file: fetcfkubernetes/pkifsa.pub

service-account-issuer: apl
service-account-api-audiences: api,vault,factors
authorization-mode: "Mode,RBAC

5. Save the changes and close the editor.
6. Once the above steps are complete, proceed with the AppViewX installation as mentioned in the

installing_appviewx.ditamap section.

( Note:

- After the successful installation, you can access the .appviewx_configuration file by following

~

the procedure given in the Accessing the Management Console section.
« Users can upload the license by referring to the instructions provided in the section
Uploading the License Key.

1. In the appviewx.conf file, set the value for the Multinode parameter as "TRUE".
2. Update the ssH and SSH_HOST parameters with the 1 master and min 2 workers as shown below.
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3. Set the value of the MONGODB_MIN_REPLICA parameter as TRUE.

4. Ensure that you add a minimum of 2 hosts to the MONGODB_HOST parameter. It is mandatory to add
any one of the IP addresses of the mongodb host to the ARBITER_HOST parameter.

5. Retain the VAULT_HOST parameter as is, because the system will automatically assign a vault host from
each of the datacenters.

6. Update the MASTER_HOST and the WORKER_HOST parameters appropriately with the hostnames.

7.To navigate to the <installer location>/appviewx_kubernetes/scripts cd <installer location>/appviewx_kubernetes/scripts

8. To run the installation script, execute the following command: ./install.sh

Given below is an example configuration done on F5 devices and is needed only when we need to
balance the load between multiple kube api servers in the case of multi DC support.

Prerequisite:

Create the TCP load balancer for Kube master apiserver.

Note: This section is applicable only when the load balancer for the kube apiserver is not
installed during the installation.

Sample Configuration:

Load balancer Configuration for Kube Master:

Itm virtual vs-appviewxmasterapi {
destination <IP Address>:sun-sr-https
ip-protocol tcp

mask XXX XXX XXX. XXX

pool pool-avxmasterapi

profiles {
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fastL4 {}

}

serverssl-use-sni disabled
source 0.0.0.0/0
source-address-translation {
type automap

}

translate-address enabled
translate-port enabled

}

Pool Member Configuration for Kube Master

Itm pool pool-avxmasterapi {

members {

<Master Node IP Address>:sun-sr-https {
address XXX. XXX XXX. XXX

session monitor-enabled

state up

}

<Master Node |IP Address>:sun-sr-https {
address XXX.XXX.XXX. XXX

session monitor-enabled

state up

}

<Master Node IP Address>:sun-sr-https {
address XXX.XXX.XXX. XXX

session monitor-enabled

state up

}

}

monitor gateway_icmp

}

To enable the load balancer for Kube Master:
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1. To verify whether the load balancer is functioning normally, execute the following command: curl -k

https://loadbalancer-ip:6443/version

2. Apply the latest script patch from the release portal.

3. Navigate to the <installerLocation>/appviewx_kubernetes/scripts/ directory.

4. Open the appviewx.conf file.

5. Search for the API_ADDRESS parameter.

6. Modify the value of the API_ADDRESS parameter to reflect the IP Address or the FQDN of the load
balancer.

[#API ADDRESS - by default it will be MASTER IP; # If the cluster has a single master, use the IP
jffof that master as the api_address. If the cluster has 3 masters, the api_address var needs

jfto point to the IP of the load balancer

PI_ADDRESS=tpsv-01.appvx.coll

7. Navigate to the <installerLocation>/appviewx_kubernetes/scripts/loadbalancer/ directory.

8. To run the load balancer script, execute the following command: ./loadbalancer.sh

appviewx loadbalancer.tf terraform.tfstate

loadbalancer.sh

Please enter appviewx password of master:pesrv@?z- lab.appviewx.net
enter appviewx password master:y

enter appviewx password master:j

enter appviewx password dcl:gs-.

9. Enter the password of the nodes when prompted.
10. To verify the changes, execute the following command: kubectl cluster-info
The output should contain the updated load balancer URL (IP Address or FQDN) of the kube API

server.
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This section provides information on verifying whether the installation of AppViewX is successful. There
are a few commands that will help you verify the installation. The commands are listed below.

1. To check the status of the pods, execute the following command: kubectl get pods -Alf any of the pods
show a different status, the application might not function as expected.

2. To restart the pod, execute the following command:kubectl delete pods -n <dcname> <podname>

n dosecon
STATUS
s-7f4bsb46fc-Tdplc Running
fo7b-rdngm Running
fcb-5wmi8 Running
platform-queue-7c99dfcd48d-tx1nT Running

platform-weh-d F-m&LlkB Running
; Running

Running

Running

Running

3. Access the GUI using the AppViewX Web URL with valid credentials. (AppViewX provides the default
credentials).

Note: Refer to the appviewx_configuration file, available for the URL. The file is available in the

<InstallerLocation>/appviewx__kubernetes/scripts/ directory.
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- ™
Note: Multi-node installations come with a Redis cluster out-of-the-box. For single-node
installations, there is a single Redis instance available that is enabled for PubSub only.
N
- I
Note: For troubleshooting issues, refer to the Troubleshooting section.
J

Uploading the License Key

License Management Software tracks software installed throughout the enterprise and ensures legal
licensure for its usage. The software helps you to obtain the license key, upload the license key,

and troubleshoot the license issues. License management is an essential element of software asset
management (SAM).

To access the application, the user needs to upload a license. If you do not have a license key, send an
email to help@appviewx.com with the hostname of the node in which the application is installed.

To upload the license key:

1. Log in to the application using the Web URL displayed in the success message of the installation.
You are prompted to enter the username and password of the AppViewX admin account.
2. Click Browse and upload the license file.
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appviewX

To renew Appview X, upload your new license file

Upload icense

wise and upload your Bcense here

¥
g
]

You should have recemnved your icense file. If not. please contact

A confirmation message is displayed after uploading a valid license.
Troubleshooting:

- If the license upload fails, ensure that the uploaded file is in the proper <.txt> (or) <.zip> format.

« If the license upload fails while activating the license, ensure that the output of the hostname command

is provided during the generation of the license.

- If the license upload fails, trigger the following URL from your browser and try again after a few minutes.

https://AppViewX GATEWAY URL/refresh

Adding Third-party Libraries

AppViewX requires specified libraries to manage and control the devices. These libraries are specified
by the manufacturers of the devices. AppViewX will be able to communicate with the devices only when
these libraries are installed.

Please follow the steps in this section to add external proprietary jars in AppViewX.
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« If the customer wants to use any third party integrations with earlier versions of AppViewX, ensure that
the jar files for these integrations are downloaded and extracted in the Installer/external_lib directory before
the migration/installation process.

« If the customer wants to use any third party integrations with earlier versions of AppViewX after
migration or installation, ensure that the corresponding .jar files are downloaded and extracted to the /

home/appviewx/appviewx/external_libs directory.

« iControl F5 Integration
* Thales

» Safenet/Gemalto

IControl F5 Integration

iControl is an open API that enables applications to work in sync with the network based on the software
integration. iControl uses SOAP/XML to ensure an open communication between dissimilar systems. It
helps F5 customers, independent software vendors ( ISVs ), and solution providers leverage efficiency in

automation and management of network objects and devices.

Users who want to use third party integrations to control their devices can integrate the required .jar file.
The process begins with the user downloading the .jar file from the respective vendor. After downloading,
the contents of the .jar file must be extracted into the external_libs directory. Finally, the plugin must be

restarted for the changes to take effect.

1. To integrate the iControl library into the required project, copy the library and paste it into the
<user_home_dir>/installer/external_libs/ directory (create a directory if it does not exist).
2. Visit devcentral f5 download page URL: https://devcentral.f5.com/s/articles/iControl-Library-For-Java-
With-Source.
. Download the latest iControl integration library file from the list of libraries.
. Extract the downloaded zip file to: iControlAssembly_13_1_0-Java\.
. Copy the icontrol jar file from the extracted package to the external_libs directory.

o 0~ W

. If AppViewX is already installed or upgraded from an earlier version of AppViewX, move the
iControl-13.1.0.jar file to cp -r /lib/iControl-13.1.0.jar <user_home_dir>/appviewx_dependencies/
external_libs/ directory.

7. If AppViewX is not installed, move the iControl-13.1.0.jar file to cp -r /lib/iControl-13.1.0.jar /home/

appviewx/Installer/external lib directory.
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8. In case of a multi node environment, copy the iControl-13.1.0.jar file to all the servers where the avx_vendors

plugin is running.

Note: To restart the avx_vendors plugin followed by the gateway plugin, refer to the

Restarting a plugin section.

Thales

Users who want to use third party integrations to control their devices can integrate the required .jar file.
The process begins with the user downloading the .jar file from the respective vendor. After downloading,
the contents of the .jar file must be extracted into the external_libs directory. Finally, the plugin must be

restarted for the changes to take effect.

[ Note: Install the Thales client only on the node where AppViewX is installed. j

1. To navigate to the directory where Thales client is installed, execute the following command: cd /opt/
nfast/java/classes
2. Copy the jutils, kmjava, and nfjava jars from the directory and paste it to the external libs directory in
AppViewX.
« If AppViewX is already installed /migrated, execute the following command: cp <jar_name>.jar
<user_home_dir>/external_libs/
« If AppViewX is not installed/migrated, to copy the jar in the installer directory, execute the following
command: cp <jar_name.jar /home/appviewx/Installer/external lib

3. Restart the avx_vendors plugin followed by the gateway plugin.

Note: For more information on how to restart the plugin, refer to the Restarting a plugin
section.

Safenet/Gemalto

Users who want to use third party integrations to control their devices can integrate the required .jar file.
The process begins with the user downloading the .jar file from the respective vendor. After downloading,
the contents of the .jar file must be extracted into the external_libs directory. Finally, the plugin must be
restarted for the changes to take effect.
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[ Note: Install the Safenet client only on the node where AppViewX is installed. j

1. To navigate to the directory where Safenet is installed, execute the following command:cd /usr/safenet/

lunaclient/jcprov/lib

2. Copy the jcprov jar from the directory and paste it to the external_lib directory in AppViewX.
* If AppViewX is already installed /migrated:

cp jeprov.jar <user_home_dir>/appviewx_dependencies/external_libs/

« If AppViewX is not installed/migrated, copy the jar in the installer directory:

cp jeprov.jar /home/appviewx/Installer/external_lib

3. Restart the avx_vendors plugin followed by the gateway plugin.

Note: For more information on how to restart the plugin, refer to the Restarting a plugin
section.

Accessing the AppViewX Graphical User Interface

1. Access the graphical user interface (GUI) using the AppViewX Web URL with valid credentials.

appviewX

(g
Note: AppViewX provides default credentials to access the GUI.
N /
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Note: Refer to the appviewx_configuration file, available for the URL. The file is available in

the <InstallerLocation>/appviewx__kubernetes/scripts/ directory

Upon successful login, the Welcome to AppViewX page is displayed.

= ,xappviewx ThuMar 252021 16:36:08GMT+0530(ST) 6 2 b &
Welcome to AppViewX!
ADC CERTIFICATES FIREWALLS SSH KEYS 'WEB APPLICATION
FIREWALL
Onboard a Device > Discover Certificates > Onboard a Device > Discover Keys and Host from Onboard a Device >

on-premises >

VISUAL WORKFLOW APPVISION
Design an Automation Discover Application >
Workflow >

2. Click Skip to Product.
The Revisit Welcome page is displayed.

You can revisit welcome page by
following these simple steps

Select user journey from Select from sub menu welcome page displayad!
main menu

[] Don't show this pop-up again “
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3. Click OK.
The system loads the dashboard page.
4. To access the different modules, click the icon to view the menu.

Im raxappviewx

t Start

L Control Center

CERT+

AppVision

Studio

Reguest

Collection

Inventory

Account

System

Logging

Alert

Settings

Installing AppViewX

Using this menu, you can navigate to the different modules and access the features of the application.

Installing a Fix Pack

This section provides instructions for applying patches on AppViewX v2021.1.0.

Downloading the Patch
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Before installing the fix pack, ensure that you have downloaded the patch plugins and addons from the

release portal.
Installing the Patch

The process of installing the fix pack is executed by a script.

Note: For more information and detailed steps, please refer to the AppViewX Patch Deployment
Guide.
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« Monitoring and Maintaining AppViewX

Monitoring and Maintaining AppViewX

A system monitor is a component that is used to gauge resources and performance. It enables users to
gather data and manage the health of the system. Although monitoring does not fix issues, it ensures that
the system is stable and reliable.

In the case of AppViewX, during installation, the ELK stack is installed. This stack is a combination of
three open-source products; Elasticsearch, Logstash, and Kibana. These are used to analyse the log files
and ensure a stable system performance.

* Installing ELK Components

» Executing Commands for Maintenance

« Installing Trusted Certificate for GUI/API Access

» Enabling Strict Data Center Routing

» Enabling Device Syslog Processing

» Enabling the Insight Module

» Understanding Commands Executed during Installation
» Enabling Sudo Access

* Creating a New Sudo User

» Adding Users to the Sudo Group

« Verifying if the Wheel Group is Enabled

» Adding a User to the Wheel Group

« Switching to the Sudo User

» Understanding the Best Practices on Reboot Sequence
» Working with Alerts

» Working with Backup and Restore

» Working with Logs

» Working with Plugins
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» Working with the Management Console

« Offline Patching for CentOS

Elasticsearch, Logstash, and Kibana (ELK) provide centralized logging to identify problems in servers
or applications. It allows you to search all your logs and find issues that occur in multiple servers by
connecting their logs during a specific time frame. To enable log management of the present and
historical CLI logs of AppViewX from a GUI, an ELK-based utility is utilized.

To install ELK:

1. Download the appviewx_kubernetes_elk_2021.0.0.tar.gz file.

2. To extract the contents of the file, execute the following command:tar -xvf
appviewx_kubernetes_elk_2021.0.0.tar.gz

3. Move the contents of the extracted file to <InstallerLocation>/appviewx_kubernetes/yaml/appviewx_monitoring
directory.

4. Edit the appviewx.conf file.

5. Update the following parameters with their corresponding values:
a. ELK=TRUE

b. /appviewx_kubernetes/yaml/appviewx_monitoring directory

6. Navigate to <InstallerLocation>/appviewx_kubernetes/Scripts/ directory.
7. To run the script, execute the following command: ./elk_install.sh
You can find the URLSs to access the ELK stack in the command prompt after the installation is

complete.

vl

HULR2TE
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AppViewX is installed based on the Kubernetes engine. We can use a few of the basic Kubernetes
commands to manage the components in AppViewX. The list below contains the basic commands to

manage the Kubernetes cluster.

« View all the nodes in the cluster kubectl get nodes

|5 kubectl get nodes
STATUS ROLES AGE VERSION

pesrv@7-devops-94-107 Ready master 18d v1.18.6
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1% kubectl get pods -n avx -o wide
READY  STATUS RESTARTS

NODE NOMINATED NODE  READINESS GATES
avx-platform-gateway-586cdccd79-s7f19 0/2 Pending ]
<none> <none> <none> <none>
avx-platform-gateway-586cdccd79-x1xcd 1/2 Terminating
<none> pesrv@7-devops-94-107  <none> <none>
avx-platform-web-5¢c4595b87-cd2ml 2/2 Running

pesrv@7-devops-94-107  <none> <none>
mongo-configdb-0 2/2 Running

pesrv@T7-devops-94-107 <none> <none>
mongo-configdb-1 2/2 Running

pesrv@T7-devops-94-107 <none> <none>
mongo-configdb-2 2/2 Running

pesrv@7-devops-94-107 <none> <none>

.

View all the services kubectl get services -n avx

15 kubectl get services -n avx
TYPE CLUSTER-IP EXTERNAL-IP PORT(S)

avx-platform-gateway ClusterIP <none> 5380/TCP
avx-platform-web ClusterIP <none> 5084/TCP,5555/TCP
mongo-configdb-service  ClusterIP <none> 27017 /TCP
mongo-routerdb-service ClusterIP <none> 27017 /TCP
mongo-shareddb-service ClusterIP <none> 27017 /TCP

vault ClusterIP <none: 8200/TCP,8201/TCP
vault-internal ClusterIP <none: 8200/TCP,8201/TCP

Log in to a particular container of the pod kubectl exec -it avx-platform-web-5c4595b87-cd2ml -n avx /bin/sh

[RP 1% kubectl exec -it avx-platform-web-5c4595b87-cd2ml -n avx -- /bin/sh
Defaulting container name to avx-platform-web.

Use 'kubectl describe pod/avx-platform-web-5c4595b87-cd2ml -n avx' to see all of the containers in this pod.
sh-4.2#
sh-4.24#

« List all the namespaces kubectl get namespaces
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15 kubectl get namespaces
S5TATUS AGE
Active  18d
Active  18d
Active  18d

Active 18d

Active 18d

istio-operator Active  18d
istio-system Active  18d
kube-node-lease Active  18d
kube-public Active  18d
kube-system Active  18d
kubernetes-dashboard Active  18d
lens-metrics Active  16d

3

List all the configuration maps. This is used to view configuration related details. kubectl get configmaps -n

avx

15 kubectl get configmaps -n awvx
DATA  AGE

18d

18d

18d

1&d

18d

18d

avx-common-config
avx-platform-gateway-config
avx-platform-web-config
avx-vault-configmap
istio-ca-root-cert
vault-config

[ LT o

3

List all the deployments kubectl get deployments -n avx

1% kubectl get deployments -n avx
READY UP-TO-DATE AVAILAEBLE AGE
avx-platform-gateway ©/1 1 e 18d
avx—platform-web 1/1 1 1 18d

Stop a deployment kubectl scale --replicas=0 deployment/avx-vendor-haproxy -n avx

[RPK-2 @ 15 kubectl scale --replicas=0 deployment/avx-platform-gateway -n avx

deployment.apps/avx-platform-gateway scaled

« Start a deployment kubectl scale --replicas=1 deployment/avx-vendor-haproxy -n avx

1% kubectl scale --replicas=1 deployment/avx-platform-gateway -n avx
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« Edit a configuration kubectl edit configmaps -n avx avx-common-config

with 3
ror o rs while this file will be

FNIA+jazTh eH49ZM5

15 kubectl describe pods -n avx avx-platform-web-5c4595b

avx-platform-web-5c4595b87-cd2ml
avx
0

Start Time: Thu, 25 Feb 2021 04:53:59 +0000
Labels: sinr o - —

Log in to the database kubectl exec -it mongo-routerdb-0 -n avx -- /bin/sh

= 15 kubectl exec -it mongo-routerdb-©& -n avx -- /bin/sh
Defaulting container name to mongo-routerdb-container.

Use 'kubectl describe pod/mongo-routerdb-8 -n avx' to see all of the containers in this pod.
it
ki

To install a trusted certificate for GUI/API access:

1. To create a secret external-tls-credential of type tls, execute the following command:kubectl --
kubeconfig=~/.kube/config create -n istio-system secret tls external-tls-credential --key=/etc/qualys/ssl/appviewx.com.key --cert=/
etc/qualys/ssl/ssl-bundle.crt

For example:

kubectl --kubeconfig=~/.kube/config create -n istio-system secret tls external-tis-credential --key=/etc/qualys/ssl/appviewx.com.key

--cert=/etc/qualys/ssl/ssl-bundle.crt
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where:

+ ~/.kube/config should be present in each node

+ ~/.kube will be present in the home folder of the installing user

AR_appviews_

secret/external-tls-credential created

2. Replace secret name tls-credential with external-tls-credential in the values.yaml file.

Note: The values.yaml file is available at installerLocation/appviewx_kubernetes/yaml/

appviewx_plugins/avx_platform_web/chart/

* To replace, execute the following command:

sed -i 's/tls-credential/external-tls-credential/g' <installerLocation>/appviewx_kubernetes/yaml/appviewx_plugins/

avx_platform_web/chart/values.yam

A 15 sed -1 's/tls-credential/external-tls-credentlal/g' /home appviewn/appviewx_kubernetes/yamlfappviewn
rt/values,yanl

3. Update the Gateway to consume the latest changes:

a. To navigate to the <installerLocation>/appviewx_kubernetes/yaml/appviewx_plugins/avx_platform_web directory,
execute the following command:

cd

<installerLocation>/appviewx_kubernetes/yaml/appviewx_plugins/avx_platform_web

b. To upgrade the avx-platform-web package to reflect changes, execute the following command:
helm upgrade avx-platform-web ./chart

appviewx@appviewx-kube-insta helm upgrade avx-platform-web ./chart
Release "avx-platform-web" has been upgraded. Happy HelmifgT

NAME: avx-platform-web

LAST DEPLOYED: Wed Sep 9 10:49:09 2020

NAMESPACE: default

S: deployed
REVISION: 2
TEST SUITE: None
[appviewx@appviewx-kube-install

4. Verify the application URL to check SSL is enabled.
5. Verify the certificate by launching the Appviewx portal.

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 89



Monitoring and Maintaining AppViewX

The URL is https://<Service URL>:Port>/appviewx

R Flash Ask (defaull

appviewX

& Site setting aclmr

Enabling Strict Data Center Routing

Strict data center routing is used to ensure that calls from AppViewX to a plugin/device through one data
center are not routed to any other data center if there are no plugins available to serve traffic in the same
data center.

To enable strict data center routing:

1. Log in to the Kubernetes dashboard of AppViewX.

2. On the left pane, under Workloads, click Deployments.

3. Search for the respective deployment to modify it.

4. Click Edit.

5. Add the argument :strict in -Ddatacenter jvm argument as shown below:
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es absecon - Q,  Search

. Edit a resource l

YAML JSON

345 Dcom.sun. jndi. ldap.object.dis eEndpointIdentitication=true
346 rﬁrh.t URL= AFKA URL}
347 - va.library.path=/appviewx/hsm/usr/gemalto dp naclient prov
348 -Davx L\aail library path=/appviewx/hsm/opt/cloudhsm/lib/libcloudhsm pkcsll
s
B 349 -DSKIP APPSETTINGS INIT VALIDATION=true -Dport=8821
350 W REF TIMEOUT: 60008
N 351 -Davx python bin path=${DEPENDENCY PATH}/appviewx addons/Python/bin/
352 _;:|u| a |~._- : "-'||—
353 thon.secur C alse
354 ${J r\# AGENT PQTF }Ddd tacenter= ¢{DATA CENTEP»:bl Li
355 -Djava.ext.dirs=/ terna m/jre/lib
Jext: /appviewx/ '_.:!;.IL'."J-.':‘-'-T\
:de:ewue|a
Jappviewsx s/lib
r\UIflu clie
356 C
I 357
358~
359 - c-mflqnapﬁc";
360 name: av-common-config
Jate r
lers  oos—

6. Click Update.

The Syslog module in AppViewX is used to receive syslogs from the device and update the necessary
changes made in the device into the AppViewX database.

To enable Syslog parsing for the devices managed by AppViewX:

. Navigate to the /home/appviewx/appviewx_kubernetes/scripts directory.
. To open the appviewx.conf file, execute the following command: vi appviewx.conf

. Search for the sysSLOG parameter.

A W N P

. Set the value of the SYSLOG parameter to TRUE.

d Ln enbaled pluglne with
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5. Search for Enabled Plugins.
6. Add the following plugins:
* appviewx_dependencies

* avx_platform_syslog

* avx_platform_gateway

Note: Gateway must be added to register the new APIs from the plugins that are installed.

7. Update the data center as syslog for avx_platform_syslog plugin. (avx_plaform_syslog=syslog).

S5H_OTHER_USER=appviews

1 - E R ER B EE'EEN"

8. Save and exit the appviewx.conf file.
9. From the /home/appviewx/appviewx_kubernetes/scripts directory, execute the following command: ./
insight_install.sh

10. Execute the following command:

plugins_install.sh

11. Execute the following command:

kubectl get services -n syslog

It displays the results as shown in the image below. Fetch the Syslog port from the service logstash-

syslog-service. Here, the Syslog port is 30336.

Lapgrw i e AR | e |
AL I'YPt CLUSTER-IP
i 1 Clusterlp

Noderort

appy i ewx ] 3

This Syslog port changes for every installation/upgrade.
12. To configure Syslog as TRUE, execute the following command:

kubectl edit configmaps -n “data center name" Set SYSLOG_RECEIVER_ENABLED=True,SYSLOG_HOST=192.168.XXX.XXX (Node IP where Syslog is

installed)),SYSLOG_PORT=30047 (fetch the ports from point 8)

13. Save and exit the <configmaps> file.
14. To get the Pod name, execute the following command:
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kubectl get pods -n "data center name"

15. To restart subsystems and vendors, execute the following command:

kubectl delete pods “Pod name” -n “data center name”

For example:

kubectl delete pods avx-subsystems-7666cfb459-6g4rn avx-vendors-99c69cd69-jtrdw -n "data center name”

You can restart multiple Pods by entering the name of the Pod in the above command with space.

The Insight module allows you to collect statistics from the devices that are managed by AppViewX. Also,
it displays historical statistics on demand for users.

To install Insight for statistics collection:

. Open the terminal.

. Navigate to the /home/appviewx/appviewx_kubernetes/yaml directory.

. Download the appviewx_kubernetes_insight_2021.1.0.tar.gz file.

. To extract the file, execute the following command:tar -xvf appviewx_kubernetes_insight_2021.1.0.tar.gz

. Navigate to the /home/appviewx/appviewx_kubernetes/scripts directory.

o g~ W N P

. To open the appviewx.conf file in the editor mode, execute the following command: vi appviewx.conf The

value of the INSIGHT parameter is set to TRUE as shown in the image below.

# To enable the Insight and Syslog

# To install insight install need to run ./insight_install.sh

g By defanlt installation will not happen if you change the below wvalue
INSIGHT=TRUE

5YSLOG=TRUE

# The hostname of the any nodes where it presisit INSIGHT data.
# Only applicable for Multinode
INSIGHT _ELASTICSEARCH_HOST=

# Note If you enabled slog,make sure avx_platform slog is added in enbaled plugins with
# syslog as datacenter and no other datacenter are sup ed.
# ex: avx_platform_syslog=

7. Search for Enabled Plugins and add the following plugins:
* appviewx_dependencies
* avx_insight_subsystem_adc
* avx_insight_statistics_bot
* avx_platform_gateway

8. Update the data center for insight plugins as shown in the image below:
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SSH_OTHER_USER=appviewx

avx_commonssdc 1
avx_config_server=dcl
avx_platform _core=dcl
avx_platform queue=dci
,avx_subsystems=dc1

avx_subsystems sync=dc1
avx_vendors=dc1
avx_platform_gateway=dc1
avx_platform_web=dc1
avx_1insight_subsystem adc=dc1
avx_1insight_statistics bot=dc1l

. Save and exit the appviewx.conf file.
10.
11.

To install Insight, navigate to the /home/appviewx/appviewx_kubernetes/scripts directory.

Execute the following command:

Jinsight_install.sh

Execute the following command:

plugins_install.sh

Execute the following command:

kubectl edit configmaps -n absecon

Search for the ELASTIC_ENABLE parameter and set the value to TRUE.

Ensure that the following parameters have the default values as given below:
* ELASTIC_ENABLE=TRUE,

* ELASTIC_CLUSTER_NAME-=elasticsearch

* ELASTIC_HOST=elasticsearch-insight.statistics.svc.cluster.local

* ELASTIC_PORT=9200

* ELASTIC_HTTPS=FALSE

* ELASTIC_TRANSPORT_PORT=9300

16. Save and exit the configmaps file.

17. To restart subsystems and vendors, execute the following command:

kubectl delete pods "Pod name" -n "datacenter name"

For example:
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kubectl delete pods avx-insight-statsitics-bot-3499c69cd6-4sdfs,avx-insight-subsystem-adc-4399c69ed6-4sdfs,avx-subsystems-7666cfb459-6g4rn -n

absecon

To restart multiple Pods, enter the name of the pod in the above command with space.

18. In the case of Insight migration, continue till point 11.

19. Log in to the Kubernetes dashboard, enter statistics as the namespace.

20. Select services and search for elasticsearch-insight.

£ kubernetes statistics - Q  Search

Name Labels

app kubernetes io/managed-b
Daemon Sets ¥ Heim

@  elasticseachnsight
v service elasticsearch-insight

Replication Controliers
Stateful Sets

21. On the Pod, click Edit.

External

Chuster IP Internal Endpoints Created +

Endpaoints

elasticsearch
Insight statistics 93
CcP

elasticsearch-
Insight statistics:0
TCP

10.110.173.16 - £ minutes 390

elasticsearch-
insight_statistics 92
TCP

elastcsearch

insight_statistics:0
TCP

22. Enter the port details as nodePort: 31403 and save as shown in the image below:

Edit a resource

46 "fitargetPort’: {}
47 - “f:selector':

48 )

49 “Frapp’: {}

5@ “f:sesslonaffinity"': {}
51 “fitype': {}

§2 = spec:

53~ ports:

54+ - name: client

EE protocel: TCP

56 port: 9288

57 targetPort: 9200

58 nodePort: 31403

50 - - name: tcpport

6@ protocel: TCP

61 port: 9308

62 targetPort: 9308

63- selector:

64 app: elasticsearch-insight
65 clusterIP:

68 type: ClusterIP

= el AEE A brss Bl
- W - - sland b — . — £
Update cancel

23. To restore the elastic data, go to the old installation path of AppViewX, and execute the following

command:appviewx --elastic-restore
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24. To connect to the elastic database, execute the following command:

kubectl get services -n statistics

It displays the results as shown in the image below:

[appviewx
NAME
elasticsearch-insight

[appviewx

scripts]$| kubect] get services -n statistics

TYPE CLUSTER-IP X =TT =)

NodePort <none= 92 31403/7TCP,9300:30222/TCP
scripts]$

The section lists the commands executed by the AppViewX installer that requires Sudo access.

To restrict the commands that a Sudo user has access to, enable the following commands:

* sudo kubeadm

* sudo kubectl

* sudo yum remove

* sudo yum install

* sudo systemctl daemon-reload
* sudo rpm -ivh --force *.rpm

* sudo modprobe br_netffilter

* sudo swapoff -a

* sudo iptables -F

* sudo date --set

* sudo -S setenforce 0

* sudo -S sysctl -w net.bridge.bridge-nf-call-iptables=1

Apart from the above commands, Sudo user must be able to read/write/execute in the following

directories:

* Jetc/

* /root/

* /varl/lib

* /tmp
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* /usr/local/bin

* /home/SSH_OTHER_USER (Other user is user-defined in /scripts/appviewx.conf)

Enabling Sudo Access

To enable Sudo access and grant access to all commands:

1. Log in as an Administrator.
2. Log in to the node with root credentials.

Creating a New Sudo User

To create a new Sudo user:

1. Open the terminal.
2. Execute the following command:

adduser UserName

[ Note: Replace the UserName with the new user's name. j

3. To create a password for the new user, execute the following command:

passwd UserName

The system prompts you to set and confirm a password for your new user account. If successful, the
system responds with “all authentication tokens updated successfully.”

Note: A strong secure password has more characters and a few special characters (such
as numbers, symbols, or capitals). Ensure that you are choosing an appropriately strong
password for your system.

Adding Users to the Sudo Group

For CentOS

By default, CentOS 7 has a user group called the Wheel group. Members of the wheel group are
automatically granted Sudo privileges. Adding a user to this group grants Sudo privileges to the user.
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Verifying if the Wheel Group is Enabled

To verify whether CentOS 7 installation has the wheel group enabled or disabled:

1. To open the configuration file, execute the following command:

vi sudo

2. Search for the following entry in the configuration file:

## Allows people in group wheel to run all commands %wheel ALL=(ALL) AL

If the second line begins with the # sign, it indicates that the line is marked as a comment and the
feature is disabled.

3. Delete the # sign at the beginning of the second line as given below.

%wheel ALL=(ALL) ALL

4. Save the file and exit the editor.

Note: If there is no # sign at the beginning of the line, do not make any changes. The wheel

group is already enabled.

Adding a User to the Wheel Group
Adding a user to the wheel group is applicable for CentOS.
To add a user to the wheel group:

Execute the following command:

usermod —aG wheel UserName

[ Note: Replace the UserName with the new user's name to grant Sudo privileges. ]

Switching to the Sudo User

To switch to the new (or newly-elevated) user account with the su (substitute user):

1. Execute the following command:

su - UserName

2. Enter the password if prompted.
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3. To list the contents of the /root directory, execute the following command:

sudo Is -la /root

4. Enter the password if prompted.
The terminal displays the list of directories. Since listing the contents of the /root directory requires
Sudo privileges, this is an easy way to prove that the new user can use the Sudo command.

Understanding the Best Practices on Reboot Sequence

This section provides information on the best practices to be followed for rebooting the operating system
after security patching.

Note: Before you perform these steps, ensure that all prerequisites are complied with as
mentioed in the Configuring YUM section.

The steps are to be executed in the order given below.

. Log in into the AppViewX worker node from where the installation has been initiated.
. Navigate to <installer directory path>/appviewx_kubernetes/scripts

. Take a backup of the scripts directory from /appviewx_kubernetes/scripts

. Download the latest scripts.tar.gz from the release portal.

a A W N P

. Copy the existing appviewx.conf file from the older scripts folder to the newly downloaded scripts folder
from the release portal.
6. Execute the commands from the installer location/scripts folder.

[ Note: The Stop all and Start all commands are applicable only for a multi node setup. ]

7. To drain all the pods, execute the following command:

Jappviewx.sh --stop -all

The command will drain the pods in the nodes in the following order; Worker, Secondary master(if
any), Master.
8. Shut down the nodes in the order mentioned in step 7.
9. Start the nodes in the reverse order; Primary master, Secondary masters, and Workers from the
primary mongo as per appviewx.conf entries.
10. To start all the pods in the nodes, execute the following command:
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Jappviewx.sh --start -all

This command will start the pods in the nodes in the following order; Master, Secondary master(if any),
Worker.

Working with Alerts

Alerts are used to notify users when a predefined target or a condition is met. For example, if the memory
usage for a cluster exceeds 90%, you can set an email notification to be sent to the users. This type of
notification helps in mitigating the dangers of application downtime that might occur when parameters or

go unnoticed.

The following alerts are available:

« Application Alerts

 System Alerts

» Enabling an email Alert

* Troubleshooting Alerts

Enabling an email Alert

AppViewX enables the administrator to send out an email to designated email addresses if the

appviewx.conf file is modified.

To enable an email alert when the appviewx.conf file is modified:

1. Open the terminal.
2. Navigate to the <avx_installed_path>/conf directory.
3. To open the appviewx.conf file, execute the following command:

vi appviewx.conf

4. Update the following SMTP fields in the appviewx.conf file.SMTP_SERVER = <email server>:<port>
SMTP_SENDER_USER = <sender email address> SMTP_RECEIVER_USER = <sender email
address>

5. To get an email alert if the file is tampered, execute the following command: ./appviewx --conf_change_alert
cron

6. To set the command in crontab, complete the following steps:
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crontab -e
<cron freg> cd /home/appviewx/appviewx/scripts && ./appviewx --conf_change_alert

cron 2>>/home/appviewx/appviewx/logs/cron_logs 1>/dev/null

Troubleshooting Alerts

[ Note: For troubleshooting issues, please refer to the Troubleshooting.ditamap section. j

Working with Backup and Restore

The application level backups are no longer supported in AppViewX. You can back up the mongodb and
vault and restore the same in the event of any failure. To facilitate this process, there are scripts available
for mongodb and vault backup and restore. You can download them from the release portal.

» Downloading the Scripts

» Performing a Backup for MongoDB and Vault
» Restoring a MongoDB Backup

* Restoring the Vault Backup

» Troubleshooting Backup and Restore Operations

Downloading the Scripts

The scripts are used to trigger the backup and restore operations. The backup files will be created under
the directory mentioned in the scripts.

Download the following scripts from the release portal:

* mongo_backup.sh
¢ vault-backup.sh
¢ vault_restore.sh

* mongo_restore.sh

Copy all the files to the <appviewx_installer_location_path>/appviewx_kubernetes/scripts directory.
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1. Open the terminal.

2. Execute the following command:

sh mongo_backup.sh <appviewx_installed_Path> <appviewx_installer_location_path>
where,
* appviewx_installed_Path - specifies the path where AppViewX is installed

* appviewx_installer_location_path - specifies the location of the AppViewX installer file.

The command creates a backup of both MongoDB and Vault. The backup files will be available as
listed below:

» Mongo Backup file path: <Installation path>/logs/<mongo file with timestamp>

* Vault Backup file path: <installation path>/logs/<vault file with timestamp>

The backup is maintained for a period of five days. The backup data will be purged after this period.

1. Open the terminal.

2. Execute the following command with parameters like Installation Path, appviewx installer location Path,
target pod name (avx-config-server), and mongo backup file name.
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sh mongo_restore.sh <appviewx_installed_Path> <appviewx_installer_location_path> <avx-config-server> <mongo-backup-file-path>

1. Open the terminal.

2. Execute the following command:

sh vault_restore.sh -p <vault_backup_file_path>

where,

« vault_backup_file_path - specifies the location of the vault backup file to be restored.

Example:

Note: For troubleshooting issues, please refer to the Troubleshooting.ditamap section.

In any application, log files are used to record all events.It provides information about the customer usage
patterns, the names of modules that are used frequently. In addition, they also help users analyse the
issues depending on the events.

In any application, there are mainly two types of logs that are collected. One of them is application logs
that are required to monitor the performance. Another type of log that is maintained is infrastructure logs.
These logs are used to monitor the status of the hardware infrastructure like memory usage, disk usage,
and CPU usage.
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In AppViewX, the log files are collected and maintained for plugins. To manage logs, AppViewX uses
Kibana.

» Managing Logs using Kibana

» Managing Logs using AppViewX Nodes

Managing Logs using Kibana

Kibana is an open user interface that enables you to graphically represent the log files and monitor

system performance.

Before using Kibana, ensure that you have the following:

* Kibana Web URL - mentioned in the <INSTALLATION_PATH>/.appviewx_configuration file

» Kibana Username - mentioned in the <INSTALLATION_PATH>/.appviewx_configuration file
* Kibana Password - mentioned in the <INSTALLATION_PATH>/.appviewx_configuration file

» Accessing Kibana

* Creating an Index Pattern

* Viewing Logs

» Generating a Report

Accessing Kibana

1. Open the Kibana Web URL.
2. Enter the credentials.
3. Click Log in.
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A

Welcome to Kibana

Your window into the Elastic Stack

Username

Admin

Password

The Let’s get started page is displayed.
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A

Welcome to Kibana

Your window into the Elastic Stack

Let's get started

We noticed that you don't have any data in your cluster. You
can try our sample data and dashboards or jump in with your
own data.

LAV g==Inlsl X EIEI | Explore on my own

4. Click Explore on my own.
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The Home page is displayed.

Z B rome e = @
® " Observability '1 Security
[
= APM Logs Metrics SIEM
APM automatically collects Ingest logs from popular data Collect metrics from the Centralize security events for
iz in-depth performance sources and easily visualize operating system and interactive investigation in
© metrics and errors from in preconfigured dashboards. services running on your ready-10-go visualizations.
= inside your applications. servers.
Add metric data
8
]
=2 Add sample data Upload data from log file Use Elasticsearch data
g Load a data set and a Kibana dashboard Import a CSV, NDJSON, or log file Connect to your Elasticsearch index
IS
@
- Visualize and Explore Data Manage and Administer the Elastic Stack
@ =] 5 o
= APM [ Canvas Console 2 Index Patterns

Automatically collect in- Showcase your data in a Skip CURL and use this Manage the index patterns

depth performance metrics pixel-perfect way. JSON interface to work that help retrieve your

and errors from inside your with your data directly. data from Elasticsearch.

applications.

= ' o) - =
80 Dashboard @ Discover " Monitoring E Rollups

Display and share a Interactively explore your Track the real-time health Summarize and store

collection of visualizations data by querying and and performance of your historical data in a smaller

and saved searches. filtering raw documents. Elastic Stack. index for future analysis.
= € Graph Logs & : i i

P! erﬂ 9 D saved Objects @ Security Settings -
2. Under Visualize and Explore Data, click Visualize.
Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations % Include system indices

Couldn't find any Elasticsearch data

You'll need to index some data into Elasticsearch before you can create an index pattern. Learn how or get started with some sample data sets.

G Check for new data

3. Enable the Include system indices option.

The Define index pattern page is displayed.
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Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations.

Step 1 of 2: Define index pattern
Index pattern
index-name-*

You can use a * as a wildcard in your index pattern

You can't use spaces or the characters \,/,2," <, >, |.

Your index pattern can match any of your 3 indices, below.
kibana_1
_kibana_task_manager_1

.security-7

Rows per page: 10

4. Under Index pattern, enter .*.
5. Click Next step.
The Configure settings page is displayed.

Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations.

Step 2 of 2: Configure settings

You've defined .* as your index pattern. Now you can specify some settings before we create it.

Time Filter field name Refresh

The Time Filter will use this field to filter your data by time.

You can choose not to have a time field, but you will not be able to

narrow down your data by a time range.

» Show advanced options

6. From the Time Filter field name list, select @timestamp.
7. Click Create Index Pattern.
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The system creates an index pattern.

* * *x o [8]

Time Filter field name: @timestamp Default

This page lists every field in the .* index and the field's associated core type as recorded by Elasticsearch. To change a field type, use the Elasticsearch

Mapping API %
Fields (391) Scripted fields (0) Source filters (0)
Filter All field types =
Name Type Format Searchable Aggregatable Excluded
@timestamp (© date . . &
_id string . L] &
_index string L] . V4
_score number &
_source _source &
_type string [ . &
access_token.invalidated boolean L] . Vi
access_token.realm string L] . &
access_token.user_token.authentication unknown &
access_token.user_token.expiration_time date . . &
Rows per page: 10 ~ 1 2 3 4 5 40 >

Viewing Logs

1. Login to Kibana.
2. Under Visualize and Explore Data, click Discover.
The Discover page is displayed.
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N
a8

Discover

New Save Open Share Inspect

earch KQL @ v  Last15 minutes

®

‘

©  +Addfilter

=3

el

Q search field names ® No results match your search criteria

o B

© Filter by type 3

Selected fields

Expand your time range

One or more of the indices you're looking at contains a date field. Your query may not match anything in the current time range, or
there may not be any data at all in the currently selected time range. You can try changing the time range to one which contains data

Available fields

G d & b &

8 & Y

&

3. In the time frame section, select the time frame within which the logs need to be captured.
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~  Last 15 minutes Show dates

Quick select 4 p)

Last ~ 15 minutes Apply

Commaonly used

Today Last 24 hours

This week Last 7 days

Last 15 minutes Last 30 days
3l Last 30 minutes Last 90 days
7¢ Last1hour Last 1 year

Recently used date ranges

Last 15 minutes
Today

Refresh every

0 seconds e

4. To view the updated logs, click Refresh.
5. To save the search:
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a. Click Save.

b. Enter a valid name to save the search.

Save search

Save your Discover search so you can use it in
visualizations and dashboards

Title

SavedSearchi|

Cancel Save

Generating a Report

Kibana enables you to generate a report in CSV format. In order to generate the report, you must copy
the <.ndjson> ext files from the <InstallerLocation>/appviewx_kubernetes/yaml/appviewx_monitoring/
kibana/deploy location and import into the import section (for example, <gateway.ndjson> and
<platform.ndjson>).

1. Login to Kibana.
2. Under Visualize and Explore Data, click Discover.
The Discover page is displayed.
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o Peo

Z B oiscowr
New Save Open Share
BV  learch

®
©  +Add filter

]

R

&

Q search field names
ez}

© Filter by type
)

Selected fields

& _source

B Available fieids

D

=

g

&

@

@

&

® No results match your search criteria

Expand your time range

One or more of the indices you're looking at contains a date field. Your query may not match anything in the current time range, or
there may not be any data at allin the currently selected time range. You can try changing the time range to one which contains data.

3. Select Share > CSV reports > Generate CSV.

£ @ oo

Test

fepart] = = (_i.:

Mew Save Open Share Inspect

B~
@
+ Audd filter

v
Els

L
-

Q
[.-" -

& Filter by type
2

Fabcied Neids
3 .
5 hwitable feids
oy | gam

{ G5V REPORTS KOL [~ Sep 3 2000@ 173000000 -+ Sepd, 2020 § 18:00:00.00 m

CENVE can taka & mirutle of twa 1o
genarabe based upsn the size of 277,203 hits  Resat search
your search, Sep 3, 2020 @ 17-30000.000 - Sep 4, 2020 & 180000000 —  Auto w

Altermatively, Copy this POST URL
o call generation from outside
Kibara or froem Watcher,

Copy POST URL ]

EUmES AR P 30 minules

The system generates the report and prompts to download the same.

v Created report for search X
‘Doc_Sample'

Pick it up from Management > Kibana >
Reporting.

Download report
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4. To download the report, click Download report.
The system downloads the report to the default download location.

Managing Logs using AppViewX Nodes

You can also view and manage the log files even if you do not have Kibana installed. In this case,
you can use the AppViewX nodes to view and manage the log files. You can also view logs using the
command line interface before you install the ELK.

Note: Logs are maintained as per the retention policy. Any log exceeding 30 MB will be rotated
and archived as part of the data retention policy.

To view the logs:

1. Log in to the respective node.
2. Navigate to the appviewx/dependencies/logs directory.

You can view the CLI logs for pods in the same node.

To view the logs from the AppViewX nodes:

1. Using the command line interface, log in to the AppViewX node.

2. To fetch the node name in which the pod is running, execute the following command:

kubectl get pods- n <dc> -0 wide

3. Log in to the respective node using SSH.
4. Navigate to <INSTALLATION_PATH>/logs for all log files.

For example, If you want to view the logs for the subsystem plugin in the datacenter DC1, execute the
following command to get the node name of the pod:
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kubectl get pods -n DC1 -0 wide

apvx - devis

Note: For troubleshooting issues, please refer to the Troubleshooting.ditamap section.

* Adding a New Plugin
* Removing a Plugin

* Restarting a Plugin

» Scaling a Plugin

» Changing the Memory for a Plugin

During the AppViewX installation, the user may not enable all the plugins that are required. Therefore, the
user can enable those plugins after the AppViewX installation.

To enable a plugin after installation:

1. Navigate to the /home/appviewx/appviewx_kubernetes/scripts directory.
2. Open the appviewx.conf file.

3. Modify the ENABLED_PLUGINS as new plugins that need to be installed.
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1. Warning: It is not recommended to delete the appviewx_dependencies
in the ENABLED_PLUGINS value. For example, ENABLED PLUGINS=

avx_dependencies,avx_vendors.

ENABLED_PLUGINS=appviewx_dependencies,avx_platform_amc,avx_platform_gateway

SSH_OTHER_USER=appviewx

avx_platform_amc=dc1,dc2
avx_config server=dcl,dc2

4. Enter the data center value in which the plugin needs to be installed.
For example, avx_vendors=dc1.

-bash-4.2% kubectl get pods -A | grep amc
dcl avx-platform- -68bofbc7f-fjTwr 2/2 Running

de2 avx-platform- -68b9fbc7f-kvaks 2/2 Running
-bash-4.25 []

5. Save and exit the appviewx.conf file.
6. Navigate to the scripts directory.
7. In the scripts directory, execute the following command:

script plugins_install.sh

Removing a Plugin

To remove a plugin for maintenance purposes:

1. Log in into the kubernetes management console.

2. From the top list, select the required namespace or datacenter.

3. From the left pane, click Deployments.

4. Search for the specific deployment/plugin that needs to be stopped.
5. Against the name of the pod, click the three dots and select Scale.
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@ kubernetes absecon - Q,  Search + & B
Deployments
Cluster Roles &  xnsubsystems 2 o i1 20 hours ago wr-base-image 220,20
Namespaces r.ﬁthﬁ
Nodes 2pp- ave-subsysiems-sync Scale
Peninas &  awsubsystems-sync o o (L] 20 hours ago ava-base-image 2020, o
¥ IL"
Befvice ALOoUE N
g e platiom-coee Dedate
Storage Classes T
&  splatiomm-cate o 11 20 hours: ago ava-bageimage 2020,
Workloads g e L

The Scale a Resource page is displayed.

Scale a resource

deployment avx-subsystemns will be updated to reflect the desired replicas count.
Desired replicas * Actual replicas

1 :

£

o This action is eguivalent to: kubectl scale -n absecon deployment awvx-subsystems --replicas=1
Scale Cancel

6. Set the value for Desired replicas to 0.

This will delete all the pods and does not spin any new pod for that plugin.

Scale a resource

deployment avx-subsystemns will be updated to reflect the desired replicas count.
Dasired replicas * Actual replicas

n This action is equivalent to: kubectl scale -n absecon deployment avx-subsystems --replicas=l

Scale Cancel

Restarting a Plugin

1. Log in into the kubernetes management console.
2. From the top list, select the required namespace or datacenter.
3. From the left pane, click Deployments.
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4. Search for the specific deployment/plugin that needs to be restarted.

5. Against the name of the pod, click the three dots and select Delete.

This will stop the current pod and create a new pod.

kubernetes

absecon

Search

Persistent Wolumes.
Sanios Abtounle M
Storage Classes

Workloads «

Scaling a Plugin

-]

wvr-subsysterms-sync

ave-platiomm-pane

o ava-Subsysiams
hyberates i managed-b
¥ Fiekm

00 ave-subsyElems-gyme

kubsmetes io/managed-b
¥. Helm

S vEplaifoim-cone

kubemetes.io/managed-b
¥ Faeim =

20 hours ago

20 hours ago

20 houns: 890

Scale refers to an increase or decrease in the number of plugins manually. You have an option to scale it

from the Kubernetes management console.

To increase/decrease the number of plugins of a specific type:

1. Log in into the kubernetes management console.

2. From the top list, select the required namespace or datacenter.

3. From the left pane, click Deployments.

4. Search for the specific deployment/plugin that needs to be scaled.

5. Against the name of the pod, click the three dots and select Scale.

kubernetes

absecon

Search

Chster Robes

Persistent Yolumes.
Beivice ALtoas N
Storage Classes

Workloads «

The Scale a Resource page is displayed.

wi-subsystems

SE-SUbSyStems-Sync

s-platlomn-oate

Spec ava-subsyslams
kubasratis. b/ managed-b
¥ Fekm

S ivi-SubsyBlame-gyme

0/
kubemetes io/managed-b
¥ Fieim
g va-plaihumrrcone

11
kubemeetes. io/ b
mm in/managed-
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Scale a resource

deployment avx-subsystemns will be updated to reflect the desired replicas count.

Scale Cancel

6. Update the value of the Desired replicas parameter to increase or decrease the number of pods for a

plugin.
7. Click Scale.

Changing the Memory for a Plugin

Every plugin inside the node runs on a dedicated memory. It can be adjusted to the maximum and

minimum memory that a pod can use.

To increase or decrease the plugins memory:

1. Log in to the Kubernetes dashboard of AppViewX.

2. From the left pane, under Workloads, click Deployments.
3. Search for the respective deployment to modify it.

4. Click Edit.
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5. Modify the xmx and xms values to the required values as shown below.

Edit a resource

YAML JSON

320 image: 'avx-base-1mage:2020.3.0°

321~ command :

322 - /bin/bash

323 - '-c!

324 - args:

325~ - =

326 source /appviewx/dependencies/properties/hsm && useradd -u 1800

327 appviewx && chown -R appviewx:appviewx /fusr/lib/jvm && chown -R

328 appviewx:appviewx /fetc/pki/ca-trust/extracted/java && chown -R

329 appviewx:appviewx /etc/pki/java/ && chmod 777

330 fetc/pkifca-trust/extracted/java/cacerts && su appviewx -s

331 /bin/bash -c "source fappviewx/dependencies/properties/hsm & java

332 -¥ms256m -Xmx2g| -cp

333 /appviewx/avx_vendor ale/20.3.0.0/avx_vendor al®.jar:/appviewx
Javx_vendor _akamai/20.3.0.8/avx_vendor akamai.jar:/appviewx
/avx_vendor _amazonelb/20.3.8.0/avx_vendor_amazonelb.jar:/appviewx I
/avx_vendor automation/20.3.0.0/avx vendor automation.jar:/appviewx
favx_vendor_avi/20.3.0.0/avx_vendor_avi.jar:/appviewx/avx_vendor_bigiq/20
.3.8.0/avx_vendor bigiq.jar:/appviewx/avx vendor cert adc/20.3.0.0
/avx_vendor cert adc.jar:/appviewx/avx vendor cert ca/20.3.0.0
Javx_vendor_cert _ca.jar:/appviewx/avx_vendor cert cloud/20.3.8.8
favx vendor cert cloud.iar:/appviewx/avx vendor cert firewall/20.3.8.0

Update Cancel

Working with the Management Console

The management console allows you to monitor, maintain, and manage the application as well as the

performance. The console provides a graphical interface to view and monitor the application instance.

» Accessing the Management Console

* Viewing the POD Status

*» Accessing the POD Console

» Accessing the Database Command Line

» Exporting a Database Collection

Accessing the Management Console

1. Navigate to the installation directory.
2. Open the .appviewx_configuration file.
For example: cat/home/appviewx/appviewx/.appviewx_configuration
3. Search for Kubernetes dashboard URL and copy the URL to a web browser.
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3%e1126

g5auug.uvi

fic

4. On the Kubernetes Dashboard login screen, enter the token value
5. Click Sign In.

. Note: You can find the token value from the .appviewx_configuration file.

Kubernetes Dashboard

@ Token

Every Service Account has a Secret with valid Bearer Token that can be used to log in to Dashhoard. To find out
more about how to configure and use Bearer Tokens, please refer to the Authentication section.

O Kubeconfig

Please select the kubeconfig file that you have created to configure access to the cluster. To find out more about
how to configure and use kubeconfig file, please refer to the Configure Access to Multiple Clusters section.
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After you log in, you can access the Kubernetes management console and manage AppViewX

components.
kubernetes default - Q search + A O
Cluster
Jobs = -

Cluster Roles

Namespaces Name Labels Pods Created T Images

Nodes controller-uid: 22152af0-2b64-

. 48f9-8423-63a00835dadd
Persistent Volumes @  mongoutik-mongoseed 0/1 aday ago mongo

. job-name: mongoutil-mongos
Service Accounts N ed

Storage Classes 1-10f1

Workloads N

Cron Jobs Pods = -

Daemon Sets Memory Usage

Name Labels Node Status Restarts CPU Usage (cores) bytes Created 1
Deployments (bytes)
controller-uid: 2215
Jobs 2af0-2b64-4810-84  appviewx-
) mongoutil- 23-63a00835dadd  kube- Terminated: 0 i ) |
it mongoseed-p428z install-94- Completed aday.age

iob-name: monaout 190

Viewing the POD Status

1. Open the Kubernetes management console.
2. Select a namespace from the top list.
3. Select Pods on the left menu.

kubernetes avx ~ Q  search

Nodes Workloads

Persistent Volumes

Service Accounts N

Storage Classes CPU Usage - NV
Workloads N

cron Jobs 1" oo e
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Accessing the POD Console

1. Open the Kubernetes management console.
2. Select the required namespace.
3. Under Workloads, click Pods.
The Pods page is displayed.
4. Click on the three dots next to the pod and select Exec.

kubernetes avx Q  search + A O
= Workloads > Pods
od-templale-nas 190 -
Storage Classes : 8df94dfba
Workloads app: avx-platform-g
ateway appviewx-
avx-platform-gateway- kube- .
Bend=in @ Sistbassbe-67724 podtempiatehas install-94- Running 4 A 2dav.age
: 5f5fb448b6 190
Daemon Sets
Show all
Deployments Logs
app: avx-vendors .
- ke
avx-vendors- kube-
od-template-has :
Pods @  iodsrsomhdnz  PoSasmplateh install-04. Running 0 ﬂ -F
190 Edit
Replica Sets Show all
Replication Controllers aPSP avx-subsyste . Delete
appviewx-
Stateful Sets - avx-subsystems- kube- - - i—

The Pod command line shell is displayed.

kubernetes avx Q  Search

= Workloads > Pods > avx-platform-gateway-5f5fb448b6-677z4 > Shell

Storage Classes

el Shell in avx-platform-gat... = in avx-platform-gateway-5f5fb448b6-677z4
OCI runtime exec failed: exec failed: container_linux.go:349: starting container process caused
Cron Jobs ound in $PATH": unknown
/ #[]
Daemon Sets
Deployments
Jobs
Pods
Replica Sets

Accessing the Database Command Line

1. Open the Kubernetes management console.
2. Select avx in the namespace.
3. Search for mongo-routerdb.
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., mongo-routerdh|

Service Accounts N Workloads

Storage Classes

4. Click on the three dots next to mongo-routerdb-0 pod and select Exec.

Iai‘pip: mongo-routerd

ngo-routerdb-1 controller-revision-h

&  mongo-router Ll S
b?lm?ﬁ?ﬂ

Show all

:pﬁ mongo-routend

mongo-routerdib-0 controller-revision-h

a go-tou ash: m-u'?o-rmerﬂ
b-7156697679

Show all

Stateful Sets

Hame Labels

APRIEWE-

install
94-1490

appyiew

install-
94-190

Running

Running

]

0

aga

ago

Logs
1-30f3 | Exec
Edit
Created 4+ Images Delete

5. To launch the mongo db prompt, execute the following command: <mongo>

6. Execute the following command:

<use admin>

7. Execute the following command:

db.auth(*admin","<mongodbpasssword>")
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Note: The password can be taken from the value of the appviewx_mongodb_password variable from

the <INSTALLATION_PATH>/.appviewx_configuration file.

Shell in mongo-routerdb... ~ in mongo-routerdb-0

groups: cannot find name for group ID 1337

root@mongo-routerdb-8:/# mongo

MongoDB shell version v4.2.6

connecting to: mongodb://127.0.8.1:27017/?compressors=disabled&gssapiServiceName=mongodb
Implicit session: sion { "id" : UUID("ad4® 2fee-4569-974d-8168a180484c") }
MongoDB server version: 4.2.6

mongos> use admin

switched to db admin

mongos> db.auth("admin", "P T1SawX5abx0")
1
mongos> |

Collections serve as generic repositories that hold any data in key-value pair format. It acts as interfaces

to enter and modify data into the AppViewX Mongo database. Data from collections is consumed as

a part of the provisioning request process or by any other scripts that are triggered by AppViewX. The

structure of the collections is based on the Mongo database.

To export a mongo database collection:

a b~ W N

. Login to Kubernetes dashboard Ul with the token.

. From the top section, select the avx namespace.

. Click pods and search for mongo-routerdb-0.

. Click on the three dots icon and select Exec.

. To navigate to the logs directory, execute the following command:

cd /appviewx/dependencies/logs

. Check if export_collection directory is available. Otherwise, to create the directory, execute the

following command:mkdir export_collection

. To navigate to the export_collection directory, execute the following command: cd /appviewx/dependencies/

logs/export_collection

. To export the database collection, execute the following command:mongoexport --username admin --password

<password> --db=appviewx --collection=<collectionName> --out=<fileName>.json --authenticationDatabase admin Change

the fields highlighted in bold with the desired values according to your setup. This command will
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export the collection and the file will be available at the following location: /appviewx/dependencies/logs/

export_collection

Note: The exported file is also available at the following location on the host where the

mongodb pod is running: INSTALLATION_PATH/appviewx/logs/export_collection

Offline Patching for CentOS

This section provides the steps, in chronological order, to perform patching in the customer environment
offline. The steps are categorized into tasks for the customer and tasks for the AppViewX team.

Steps for Customers

Follow the steps below to patch the customer nodes where internet access is restricted.

1. Run the following command to generate a log file with the list of installed RPMs in customer nodes
separately:

rpm -qa >> installed_rpms_<node_name>.log

This command will create a file installed_rpms_<node_name>.log that contains a list of all the installed
rpms.

2. SCP the log files of each node to your laptop and upload them as input in the following Jenkins job:
http://ci.appviewx.in/job/Offline_patching_of the centos_packages/

3. Do not edit the default HOST_IP and HOST_PASSWORD.

4. After successful execution of the Jenkins job, download the rpms_dir.tar.gz and SCP to respective
nodes.

5. Unzip rpms_dir.tar.gz and cd to rpms_dir. Run the following command to install the latest RPMs:

tar -xvf rpms_dir.tar.gz
cd rpms_dir

rpm -Uvh * -—force

Steps for the AppViewX Team

1. SCP the log files of each node to your laptop and upload it as input in the following Jenkins job:
http://%3Cjenkins_server%3E/job/Offline_patching_of the centos_packages
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[ Note: Replace jenkins_server with the actual appviewx jenkins server IP or hostname. j

2. Do not edit the default HOST_IP and HOST_PASSWORD.

3. After the successful execution of Jenkins job, download the rpms_dir.tar.gz.

4. Install the generated rpms with the lab setup.

5. Perform BVT and Dev Sanity test case execution to ensure the system is healthy.
6. After verification, provide the RPMs to the customer in a tarball rpms_dir.tar.gz.
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« Upgrading AppViewX

This section provides details about the upgrade process. Upgrade is required when the customer wants
to migrate to a newer version of AppViewX. Upgrade is also recommended when the customer wants to
include additional features that are not available in the version that they are using.

( Note:

» The node selected for the upgrade must be the worker node and the database allocated node
- Before upgrading to v2021.1.0 from older versions, ensure that avx_platform_amc plugin is
enabled and up and running. For more information, refer to the Enabling the avx_platform_amc

plugin section.

- J

To upgrade AppViewX from older versions to v2021.1.0:

1. Open the terminal.

2. To extract the contents of the upgrade.tar.gz file, execute the following command:

tar —xvzf upgrade.tar.gz

This command creates the AppViewX and Installer directories.

3. To navigate to the Installer directory, execute the following command:

cd installer
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4. Copy and move the appviewx_kubernetes 2021.1.0.tar.gz file to the Installer directory.
5. To extract the contents of the appviewx_kubernetes_2021.1.0.tar.gz file, execute the following
command:

ar —xvzf appview_kubernetes_2021.1.0.tar.gz

This command creates the appviewx_kubernetes directory.
6. To navigate to the appviewx_kubernetes directory, execute the following command:

cd appviewx_kubernetes

7. Copy and move the downloaded appviewx_kubernetes_addons_2021.1.0.tar.gz file to the
appviewx_kubernetes directory.

8. To extract the appview_kubernetes_addons_2021.1.0.tar.gz file, execute the following command:
tar —xvzf appview_kubernetes_addons_2021.1.0.tar.gz

9. Navigate to the installation directory and execute the upgrade command. There are two methods to
perform the upgrade:
* Jupgrade.sh. - perform a serial upgrade where Kubernetes installation is done after the migration script

execution.
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* Jupgrade.sh. --parallel - perform a parallel upgrade where Kubernetes installation is done in parallel

along with migration script execution.

The upgrade command prompts you to enter the old AppViewX installation path.

10. Enter the installation path.
Preparing the installation workspace. This may
Preparing libraries

Enter the old App installation Path:

11. After you enter the installation path, the upgrade process is initiated. It prompts you to take an

application backup. Enter Yes or No.
« Enter Yes, to take an application backup.

« Enter No, to skip the backup process.

Note: This process is performed using rsnapshot and application backup is triggered for all
the nodes selected for the upgrade. After the application backup is complete, you can find the

backup in the snapshots folder.

12. After the backup process, AppViewX Configuration appears on the terminal. During the upgrade, the
configuration of the existing AppViewX version is synced with the new version (v2021.1.0).
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The system prompts you to make changes to the AppViewX Configuration.

13. Enter Yes or No.

« Enter Yes, if you want to make changes to the AppViewX Configuration.

« Enter No, if you want to skip this step.

14. If you enter Yes, the Configuration Mode appears on the terminal. There are two modes:
» Basic Mode - To add or remove master nodes.

» Advanced Mode - To modify all configurations.

If you select the Basic Mode, you are prompted to enter only the below-listed parameters:

* Node Details

» Hostname Details

* Installation Path

» Kubernetes Master Nodes

» Kubernetes Secondary Master Nodes

» Kubernetes Worker Nodes
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Do you want to ch

15. Make the required changes to the AppViewX Configuration such as nodes, components, and so on.
16. After you make the required changes to the AppViewX configuration, it prompts you to enter the
AppViewX password. Enter the password to continue the upgrade process.
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It takes 30-90 minutes for the upgrade process to complete depending on the size of the data.

17. After the upgrade is complete, a success message is displayed on the terminal.

Note: Once AppViewX installation is successful, refer to the Monitoring and Maintaining
AppViewX section for maintenance.

+ 21.1 FP2 to FP3 Migration — Backup and Restore Procedure
» Enabling the avx_platform_amc Plugin

* Troubleshooting Upgrade Issues

This section provides the instructions for migration from 21.1 FP2 to FP3.

As 21.1 FP3 consists of the component level upgrade, a direct patch upgrade on top of FP2 is not
supported. Appviewx recommends performing a fresh install using the 21.1 FP3 installer for on-premise
or using the AMI provided by Appviewx for deployment in the AWS environment.

It is intended for customers who are working with 21.1 FP2 and looking for the latest patching/upgrade to

apply towards bug fixes or new feature enhancement requests.
As FP3 includes component-level upgrades to meet security standards, any bug fixes and new features
will be delivered only on top of FP3.

» Deployment of the New 21.1 FP3 Environment
» Backup Mongo and Vault from 21.1 FP2 Environment

» Restore Mongo and Vault in 21.1 FP3 Environment
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« Install Kafka Service

» Restore Cloud Connector

Deployment of the New 21.1 FP3 Environment

Create a new cluster that is similar to the old cluster and perform the steps below to migrate data from
FP2 to FP3.

1. Spin new VMs/Instances by replicating the existing deployment model with new IP address &
hostnames.

2. Complete all the prerequisites to execute Appviewx 21.1 FP3 install if the Appviewx provided 21.1 FP3
AMs are being used.

Note: Ensure the required firewall ports and protocol are opened in the security group just like
the existing FP2 setup.

3. Once the required environment is ready, it is recommended to run the prerequisite tool to make sure
the VMs/instances are eligible to initiate the installation of 21.1 FP3.

[ Note: Click https://github.com/AppViewX/prerequisite utility to download the prerequisite tool.j

4. Copy “appviewx.conf” file from the existing 21.1 FP2 environment and replace the new environment IP
address and hostname (please verify details with the Appviewx Engineer).
5. Install Appviewx into the new cluster.

[ Note: Refer to the Installation Guide for instructions on installing a new cluster. j

6. Update the existing license file and login to verify that the application is up and running.

Backup Mongo and Vault from 21.1 FP2 Environment

Steps to backup the mongo and vault from 21.1 FP2 environment

1. Connect to the existing environment (21.1 FP2)
2. Login to the Installer node and navigate to <Installer path>/appviewx_kubernetes/scripts
3. Grep for mongo_backup.sh

Il |grep mongo_backup.sh

Copyright © 2021 AppViewX, Inc. All Rights Reserved. 134


https://github.com/AppViewX/prerequisite_utility

Upgrading AppViewX

4. To initiate the backup of mongo and vault, execute the command:

sh mongo_backup.sh <appviewx_installed_Path> <appviewx_installer_location_path>

5. After the successful execution of the backup, the node and the location where the backup files are

stored are shown as below.

6. Move the mongo and vault backup files to the installer node of the new 21.1 FP3 environment.

Steps to restore the mongo and vault 21.1 FP3 environment:

1. Fetch the MongoDB and the Vault backup file from the backup repository to the installer node.

2. Navigate to the <appviewx installer location>/appviewx_kubernetes/scripts directory in the installer
node.

3. Grep mongo and vault restore script files.

Il |grep restore.sh

4. Find the config-server pod name (it must be included in the mongo restore command execution) and
use any one of the config server pod name in case of multi DC setup.
kubectl get pods —A|grep avx-config-server

[appviewx@ip-172-31-55-240 scripts]$ kubect] get pods -A|lgrep avx-config-server
bsecon -6969dfd867 -hw2xf 2/2 Running

[appviewx@ip-172-31-55-240 scripts]$

5. To restore mongo DB backup, execute the command below:
./mongo_restore.sh <appviewx installed location> <appviewx_kubernetes installer location > config-server pod name <location

of mongo backup tar file to be restored>

Example:

ip-172-31-55-240 scripts]$ ./mongo_restore.sh /home/appviewx/appviewx /home/appviewx/ avx-config-server-6969dfd867-hw2xf /ho

backups /mongo_backup_wed_Jun_8_10_06_11_uTc_2022.ta
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Note:
- Installation patch example: /home/appviewx/appviewx and the same should be supplied in
the command
« Installer path example: It should be the path where you have appviewx_kubernetes, if the
location is /nome/appviewx/appviewx_kubernetes, then in the command we need to enter /
home/appviewx for the installer path.
« Backup file path: If the location is /home/appviewx/backups, then in the command we need

to enter /home/appviewx/backups/backupfile name
N /

6. To restore vault backup, execute the command below:
.vault_restore.sh -p <location of vault backup file to be restored>

Example:

31-55-240 scripts]$

31-55-240 scripts]§ .

7. Verify that all the pods in the new cluster are functional and running.
8. Validate that the data has been successfully migrated to new environment.

At this stage, it is safe to assume that the load balancer for SaaS proxy is already available and the pool

members of worker node IP addressed have changed from the old environment to the new.

The avx-saas-proxy plugin is responsible for communication between AppViewX and Cloud Connector.
By default, the avx-saas-proxy plugin will be listening to port number 32443. To achieve high availability,
the load balancer has to be configured for multiple or all worker nodes and exposed as a virtual IP with

port 443.

Prerequisites:
 The avx-saas-proxy plugin should have a TCP load balancer.

Sample Configuration:

The example given below is a configuration done on F5 devices, i.e. Load Balancer Configuration for avx-

saas-proxy.

Virtual Server Configuration in F5 device
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Itm virtual avx-saas-proxy {
destination <virtual IP address>:443
ip-protocol tcp
mask XXX.XXX.XXX.XXX
pool pool-avx-saas-proxy
profiles {

fastL4 {}
}
serverssl-use-sni disabled
source 0.0.0.0/0
source-address-translation {
type automap
}
translate-address enabled
translate-port enabled

vs-index 5

Pool Member Configuration for SaaS Proxy

Itm pool pool-avx-saas-proxy {
members {

<worker node IP address>:32443 {
address XXX.XXX.XXX.XXX
session monitor-enabled
state up

}

<worker node IP address>:32443 {
address XXX.XXX.XXX. XXX
session monitor-enabled
state up

}

<worker node IP address>:32443 {
address XXX.XXX.XXX. XXX
session monitor-enabled

state up
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monitor gateway_icmp

Once AppViewX is installed and the license is deployed, install Kafka for communication between
AppViewX and the cloud connectors. Continue with the steps below to complete the Kafka installation.

1. Add the AppViewX CA settings by navigating to Inventory > Certificate and then type Authority in the
search bar.
2. Click Certificate Authority.

= appviewX Tue Jan 18 2022 15:29:45 GMT+0530 (IST) 7 b
CERT+ Certificate Autharity +ad O
Q  authority
ZFCUSTOM Add Gustom CA Certificate Authority X
o SCOVERY
CERTIFICATE DISCOVERY CreateCustomCA « Select the CA vendor, click on “Configure Now™ or
amazon “Add” o integrate the GA account with CLM for

enroliment operations.

« Once integrated, proceed to discover certificales
cppviewx issued by the CA account. And also the same can be
used for issuing new certificates, renewing or
revoking existing certificates.

ADMINISTRATION

G

SECTIGO » Best practice: To set approvals on certificate related
requests, keep no Approval at the GA portal and

T configure CLM with required number of Approvals.

dlg icert Also can integrate with ITSM for approval
management

EJBCAm

Entrust Configure the Certificate Authority details to establish the communication from AppViewX

o GlobalSign Configure Now

3. Click AppViewX > Default Settings.
The ‘Certificate Revocation Link’ pop-up is displayed.
4. In the HTTP Agent URL field, enter the http://<IP address of AppViewX node>

= appviewX Tue Jan 18 2022 15:31:00 GMT=0530 (IST)  ?

Certificate Revocation Link

* HTTP Agent 18.214.52:31443/appviewx/app| (&)

URL

5. Click Yes.
The default AppViewX CA settings are added.
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11.

12.
13.
14.
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. Once the AppViewX CA settings are added, open the CLI of the AppViewX installer node and navigate

to <InstallDIR>/appviewx_kubernetes/scripts.

. Execute the command below:

cp kafka.conf.template kafka.conf

. Edit the kafka.config file and update the respective hostnames under the parameters

KAFKA_HOSTS and ZOOKEEPER_HOSTS as per the proposed deployment model.

. Execute the script kafka_install.sh by using the command

.Jkafka_install.sh https://<saas proxy load balancer URL>

Next, enter the AppViewX Web Ul user name and password.

* Refer to section Enabling Load Balancer for SaaS-Proxy to configure the load balancer.
Once the Kafka installation is complete, the status of Kafka pods can be verified by using the

command:

kubectl get pods -n avx-kafka

Navigate to <Installer path>/appviewx_kubernetes/yaml.

Create a file named saas-proxy-external.yml and edit to make the changes.
Copy the content below into the file.

» Do a write and then quit.

apiVersion: vl
kind: Service
metadata:
annotations:
meta.helm.sh/release-name: avx-saas-proxy
meta.helm.sh/release-namespace: default
labels:
app: avx-saas-proxy
app.kubernetes.io/managed-by: Helm
name: avx-saas-proxy-external
namespace: avx
spec:
ports:

- port: 8443
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protocol: TCP

targetPort: 8443

nodePort: 32443
selector:

app: avx-saas-proxy
sessionAffinity: None
type: NodePort

status:

loadBalancer: {}

15. Execute the command:
kubectl apply -f saas-proxy-external.yml
16. Execute the command:

kubectl get services -n avx to validate avx-saas-proxyexternal

Restore Cloud Connector

The cloud connectors in the new cluster will have to be deleted and added again if there are changes in
the ‘AppViewX Cloud URL’ during the Kafka installation process.

( Note:

1. Ensure the existing web Ul load balancer pool members have changed from the old setup
INGRESS HOST IP address to the new FP3 setup INGRESS HOST IP address.
2. Next, verify that the existing web Ul LB URL points to the new FP3 environment.

3. If you have a load balancer already configured in the old setup, change the pool member IP
address.

4. Update the kube API address in appviewx.conf and run the loadbalancer.sh script from /
<Installer path>/appviewx_kubernetes/scripts/loadbalancer

Enabling the avx_platform_amc Plugin

1. Open the terminal.
2. Navigate to the directory that contains the file.
3. To edit the appviewx.conf, execute the following command:

Vi appviewx.conf
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4. Enable the avx_platform_amc pod and enter the respective datacenter details.

* *

Time Filter field name: @timestamp | Default

Upgrading AppViewX

*

~
(%

This page lists every field in the .* index and the field's associated core type as recorded by Elasticsearch. To change a field type, use the Elasticsearch

Mapping API %
Fields (391) Scripted fields (0) Source filters (0)
Filter
Name Type
@timestamp @ date
_id string
_index string
_score number
_source _source
_type string
access_token.invalidated boolean
access_token.realm string
access_token.user_token.authentication unknown
access_token.user_token.expiration_time date

Rows per page: 10

5. Save the changes and close the editor.

Format

Searchable

Aggregatable

6. To run the script and deploy the AMC pod, execute the following command:

plugins_install.sh

7. To ensure that the respective AMC pods are running in the configured data centers, execute the

following command:
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kubectl get pods -A | grep am

Z B oiscowr e P @

New Save Open Share Inspect

B kearch KQL  [@ v Last15minutes Show dates C Refresh

®
© — +Add filter
[
&8
& Q search field names ® No results match your search criteria
@ Filter by type [
e
Selected fields :
@ Expand your time range
@ | Available flelc One or more of the indices you're looking at contains a date field. Your query may not match anything in the current time range, or
& Avallableflelds there may not be any data at all in the currently selected time range. You can try changing the time range to one which contains data.
@
IS
@
&

Troubleshooting Upgrade Issues

Note: For troubleshooting issues, please refer to the Troubleshooting section.
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« Uninstalling AppViewX
» Troubleshooting Uninstall Issues

Users can uninstall AppViewX when they want to migrate into another environment. They can also

uninstall AppViewX when it is no longer required.

To uninstall an application package safely:

1. Open the terminal window.

2. To navigate to the appviewx_kubernetes directory, execute the following command:
cd /home/appviewx/appviewx_kuberbetes/scripts/uninstall

3. To start the uninstallation process, execute the following command:/uninstall.sh

13 ~]% cd f ie fscriptsfuninstally
-13 uninstall]s .

master:pesrv@3-regre
dcl:pesrvB3-regressionB3-9 :
dc2:pesrve3-regression@4-98-15 :

5. Reboot all the nodes after completion of the AppViewX uninstallation.

[ Note: For troubleshooting issues, please refer to the Troubleshooting.ditamap section. }
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Chapter 9: Troubleshooting

« AppViewX Installation Failed
» General Troubleshooting

AppViewX Installation Failed

Whenever the AppViewX installation fails, you will get an error stating that some script execution failed.

« Common Installation Errors

 Frequently Faced Errors

Common Installation Errors

Frequently Faced Errors

« Pre requisites not met- port not opened, insufficient disk/cpu, time not in sync, packages not found,
hostname incorrect in configuration etc. please check for all the above items.

« Error while installing the docker

In some custom OS which the customer brings in, the linux packages that we bundle along with the
installer might not be compatible with the OS. In such cases, we might need to install the relevant
package to proceed further. The same can be seen from the log messages stating error while installing
a package.

« Error while installing the docker

In some cases, we have seen there are intermittent errors from the OS while installing the docker.
When you face an error in this stage, please try doing an uninstall of the application and reboot all the
nodes and proceed with the installation.

* Error while initializing the kube master/worker

In certain cases, when uninstallation does not clean up the data properly, we can see errors while
initializing kube master and worker. Please perform an uninstall, reboot all the nodes and go ahead with
the install once when we face this error. Also there are cases where the installation fails because of the
port connectivity issues. Please check if 6443, 10250, 2379 and 2380 ports are opened properly if a
failure occurs in this stage.
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« Error while initializing the mongodb chart

This specific error occurs after a timeout of 5 minutes to initialize the mongodb charts. When we face
this error, it happens because the pods are not able to communicate between themselves. Use the
following commands to verify that:

Kubectl describe statefulset -n avx mongo-shareddb - If we face any connectivity errors, this will give the
specific error stating connection timed out.

» Node is enabled with IPv6 but the application is not.

Check the output of ifconfig | grep -i ineté when this shows an IPv6 address, we need to enable ipv6 in
the appviewx.conf file, else the communication does not happen properly.

« IP in IP tunnelling is not enabled

When the IP in IP traffic is not enabled, (IPv4 protocol is not allowed) we will be facing the same issue.

The prerequisite check script does not capture this. Therefore, we must have this confirmed.
« Error while installing the AppViewX plugins

When there is an error while installing AppViewX plugins, most probably there is an error in the
configuration file. Please double check the configuration file and proceed with the execution of
plugins_install.sh to install the plugins alone.

General Troubleshooting

» Pods not started after installation
» Unable to login

 Error while downloading certificates

Pods not started after installation

After the plugins are installed, it generally takes a maximum of 5 minutes for the pods/plugins to come
up. When the pods does not come up even after 5 minutes, please perform the following troubleshooting
steps:

» To check the pod status, execute the following command:

kubectl get pods -n dcname
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» Check the node in which the pod is spinned and login into the node to check pod start logs.
« If no errors are seen, check the pod logs.

» When the subsystem pod is not started properly, there may be a failure in
execution of the release scripts. Log in into the DB and execute the following
command to see if there are any release scripts in the migration_failed state.
db.getCollection(‘avx_script_execution_info').find({"status":"MIGRATION_FAILED"}

 Execute the following query to manually mark this as completed:

db.getCollection(‘avx_script_execution_info").update({"status":"MIGRATION_FAILED"}{ $set:
{"status":"VALIDATION_COMPLETED"}})

There are dependencies between the pods and this could also be a cause for a specific pod to not get
started. You must identify the root pod that is causing the problem.

You may have issues where the users lost connectivity to the application in an environment which was

running properly. Please perform the following steps to troubleshoot this issue:

» Check the pod status in all namespaces. When some of the pods are in not running state, restart the
corresponding plugins.

 Check the described pods output if one of the pods is in a state which is not running or is in ¥. This will
give you information on why the pod is not coming up.

» Check the disk space of all nodes for disk pressure.

» To perform a pod delete on all the name spaces, execute the following command:

kubectl delete pods -n avx $(kubectl get pods -n avx | awk {print $1}' | tail -n +1) --force

» To check the kubelet status, execute the following command:

systemctl status kubelet -I

* To check the kubernetes node status, execute the following command:

kubernetes get nodes

* To check the docker status, execute the following command:

systemctl status docker -I
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Error while downloading certificates

When there is an error while downloading a certificate with a pfx or p12 extension and the error states
unable to communicate to vault, please check the status of the vault pods and try restarting the vault and

consul related pods using the following command:

kubectl delete pods -n avx $(kubectl get pods -n avx | grep vault | awk {print $1}' | tail -n +1)

kubectl delete pods -n avx $(kubectl get pods -n avx | grep consul | awk ‘{print $1}' | tail -n +1)
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Chapter 10: Glossary

This section describes common terms and their abbreviations used in this guide.

Term/Abbreviation Meaning/Expansion
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